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Abstract
Thanks to the exponential growth in computing power and vast amounts of data, artifi-
cial intelligence (AI) has witnessed remarkable developments in recent years, enabling 
it to be ubiquitously adopted in our daily lives. Even though AI-powered systems have 
brought competitive advantages, the black-box nature makes them lack transparency and 
prevents them from explaining their decisions. This issue has motivated the introduction 
of explainable artificial intelligence (XAI), which promotes AI algorithms that can show 
their internal process and explain how they made decisions. The number of XAI research 
has increased significantly in recent years, but there lacks a unified and comprehensive 
review of the latest XAI progress. This review aims to bridge the gap by discovering the 
critical perspectives of the rapidly growing body of research associated with XAI. After 
offering the readers a solid XAI background, we analyze and review various XAI methods, 
which are grouped into (i) pre-modeling explainability, (ii) interpretable model, and (iii) 
post-modeling explainability. We also pay attention to the current methods that dedicate to 
interpret and analyze deep learning methods. In addition, we systematically discuss vari-
ous XAI challenges, such as the trade-off between the performance and the explainability, 
evaluation methods, security, and policy. Finally, we show the standard approaches that are 
leveraged to deal with the mentioned challenges.

Keywords  Explainable artificial intelligence · Interpretability · Black-box models · Deep 
learning · Machine learning

1  Introduction

Artificial intelligence (AI) has been considered the most prevalent technology over 
the last couple of decades. According to a report by the International Data Corpora-
tion (IDC), the AI global expenditures are forecasted to reach nearly $100 billion in 
2023, which is more than double the spending of $37.5 billion in 2019 (IDC 2020). In 
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the meantime, Statista, which is a well-known online portal for statistics, predicts that 
yield from the global AI software market is forecast to expand significantly from $9.51 
billion in 2018 to $118.6 billion by 2025 (Statista 2020). Gartner identifies AI-driven 
development as a leading trend in the Gartner Top 10 Strategic Technology Trends 2020 
(Gartner 2020). The statistics demonstrate that AI has already been widely adopted 
worldwide, and the rapid expansion of AI has had a huge impact on society. Conse-
quently, humans have increasingly relied on decisions made by AI, which can be simple 
decisions, such as product recommendations, movie recommendations, and friend sug-
gestions, to complicated decisions, such as autonomous vehicles in transportation.

Machine learning (ML) is a subclass of AI that depends on mathematical models to 
enhance machine intelligence. An ML model is constructed and trained on a specific 
dataset in order to automatically produce the predictions for any test sample without 
being explicitly programmed to do the job. Deep learning is currently the most popular 
subset of ML, which mimics how the human brain processes data and patterns to make 
a decision. For example, Rajkomar et  al. (2018) and other researchers from Google 
achieved a remarkable accuracy of 95% in predicting the probability of a patients? death 
using the electronic health record (EHR) data of over 200,0000 US patients. Some typi-
cal applications that deep neural learning has been increasingly deployed are computer 
vision (CV) (Chan et al. 2015), natural language processing (NLP) (Minh et al. 2018), 
and the Internet of Things (IoT) (Dang et al. 2019). Even though deep learning has out-
performed the traditional ML algorithms and achieved state-of-the-art performance 
across the industries, it is often referred to as the backbox that lacks opacity and trans-
parency, because it cannot explain how a specific decision was made (Adadi and Ber-
rada 2018; Guidotti et al. 2019).

A considerable number of ML algorithms are black-box models that do not reveal 
how the predictions were made so that humans can understand, because there is a trade-
off between the model?s performance and its explainability (Deeks 2019), and the pre-
vious studies only focused solely on improving the system?s performance and ignored 
its transparency. However, it is challenging to convince the users to entrust applica-
tions that are based on the conventional algorithms in order to make crucial decisions, 
because they lack transparency, flexibility, and trustworthiness (Wang et  al. 2019b). 
As a result, there has been a growing trend to develop a new generation of interpret-
able models that achieve comparable performance to the current state-of-the-art model. 
The possibility of an entirely interpretable model can help the researchers correct the 
model?s flaws and build the user confidence and trust. During the implementation of an 
AI system, the additional explainability can enhance its practicability for three reasons, 
which include guaranteeing fairness during the learning process, such as identifying and 
removing the bias in a dataset, improving the system?s robustness by indicating the pos-
sible noise that could affect the performance, and ensuring that the model uses only 
the essential features to infer the output. As a result, explainable artificial intelligence 
(XAI) was proposed to enhance the model transparency by proposing various meth-
ods that enable better model interpretability while maintaining the model performance 
(Escalante et al. 2018).

In this survey, we (1) provide a theoretical foundation of XAI, (2) categorize the latest 
XAI studies into three primary groups, which include pre-modeling explainability, inter-
pretable mode, and post-modeling explainability, (3) discuss and compare the advantages 
and drawbacks of each approach from multiple perspectives, (4) focus on analyzing the 
research that equips explainability to the deep learning models, and (5) discuss various 
challenges and show the future research ideas.
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1.1 � XAI landscape

The increasing interest in XAI is due to the growing number of recent scientific events. 
XAI has progressively become an essential topic of committee discussions/tutorials at 
particular sessions at major conferences, such as ICCV (2019), ICML (2021), and BMVC 
(2020). Moreover, it has also become the key topic for the special issue of the top-ranking 
journals. Table 1 shows various XAI topics, which have been discussed in several scientific 
events.

The potential benefits of XAI lead to the introduction of important organizations and 
influencers that back it. Indeed, up until now, two of the leading players of the XAI topic 
include (1) a group of researchers and practitioners that operate under the ACM Conference 
fon fairness, accountability, and transparency or the ACM FAT* (ACM 2020) and (2) a 
group of experts backed by the Defense Advanced Research Projects Agency (DARPA) 
(Darpa 2020). FAT* is an annual conference that promotes and enables the explainabil-
ity and fairness in AI systems and analyzes the social and economic impact. Since 2017, 
DARPA funded an XAI project with the ambition to develop a set of new methods that 
can explain AI systems. The program contains a total of 11 subprojects, and it is expected 
to run until 2021. The research groups backed by DARPA, which involves people from 
multiple educational institutions and various corporations, mainly focus on enhancing the 
explainability of complicated AI models for crucial security applications.

1.2 � Relevant surveys

Table 2 provides detailed contributions of the recent comprehensive review papers, which 
investigated various aspects of the XAI. Overall, there is a growing interest in the XAI 
topic, because the number of XAI review papers increased significantly between 2017 and 
2021.

In 2021, Ivanovs et al. (2021) released a survey that emphasized the pressing need for 
XAI and showed the current progress of the perturbation-based XAI approaches. On the 
other hand, Langer et al. (2021) paid attention to analyzing the XAI stakeholders and their 
requirements. Moreover, a unified framework was proposed to predict the required con-
cepts and relations needed to develop a specific XAI model. Four XAI reviews were pub-
lished in 2020. Among them, two research papers were dedicated to reviewing the main 
XAI approaches in specific fields. Guo (2020) concentrated on summarizing XAI for the 
6G field, whereas Tjoa and Guan (2020) discussed the recent XAI approaches for the med-
ical. The two remaining research focused on comprehensive XAI review. While Meske 
et al. (2020) showed the primary motivations for the XAI research and described essen-
tial stakeholders and requirements for the XAI studies, Arrieta et  al. (2020) introduced 
a more comprehensive explanation of XAI that was based on the latest XAI studies. In 
2019, three significant reviews about XAI were published. The survey conducted by Miller 
(2019) established a new definition of XAI by investigating over 250 papers. Moreover, 
they listed the significant challenges of XAI and showed the future directions. Carvalho 
et al. (2019a) surveyed the main achievements of the interpretable ML field. In addition, 
the author focused extensively on the societal impact of interpretable ML research. Finally, 
Guidotti et al. (2019) classified several XAI components, which included the algorithms, 
data, and problems, and investigated previous XAI research using these components. In 
2018, the study conducted by Adadi and Berrada (2018) analyzed the key aspects of the 
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emerging XAI topic and presented the trending XAI techniques, while Zhang and Zhu 
(2018) reviewed the visualization techniques for XAI and deep learning visualization. 
Finally, a survey was conducted by Chakraborty et al. (2017), which introduced the main 
interpretability approaches and categorized the previous work that was based on these 
approaches.

1.3 � Contributions

The existing XAI reviews that were described in Sect. 1.2 proved that there is a growing 
activity in XAI research across sectors and disciplines (Arrieta et al. 2020; Guidotti et al. 
2019). In addition, the establishment of several deep learning-based systems has recently 
added additional challenges for the implementation of XAI models (Chakraborty et  al. 
2017; Chan et al. 2015). Therefore, this manuscript summarizes and analyzes the funda-
mental topics that help the interested readers to gain comprehensive and latest knowledge 
regarding the XAI topic. Moreover, with a different approach from the other surveys, we 
reviewed and examined over 225 XAI publications by three levels of explainability, which 
include (1) pre-modeling explainability, which is gaining an insight into the dataset used to 
train the models, (2) interpretable model that contains the ML models that is explainable 
by nature, and (3) post-modeling explainability, which refers to a set of techniques imple-
mented to enable the ML model explainability. Next, exciting ideas about enabling XAI in 
deep learning were conducted. Finally, we identified a list of challenges of XAI that need 
to be studied. All things considered, the primary contents of this review include the four 
items that are listed below. 

1.	 An up-to-date comprehensive review of the explainable and interpretable ML models.
2.	 Categorizes the previous XAI methods based on three levels of explainability.
3.	 Focuses on systematically describing the latest collection of XAI techniques for deep 

learning.
4.	 Discusses several challenges and reveals future trends for XAI research.

1.4 � Investigation methods

A difficult barrier during the paper composing period was to cover the most recent XAI 
literature, so we did various stages of search in order to cover as much literature as possi-
ble. Initially, the XAI papers were collected by querying the keywords related to the topic, 
such as explainable AI, interpretable machine learning, XAI, model interpretation, inter-
pretable AI, model visualization, and deep learning interpretation. After that, more related 
papers from the literature review section of the previously collected articles were added. 
Moreover, we also collect notable papers from the previous XAI surveys. The layout of 
the manuscript was then outlined by thoroughly investigating all the collected papers. The 
fundamental techniques from each group of methods are presented in order to enable the 
readers to have a comprehensive understanding of the XAI topic.

The rest of the review is divided into six main sections. Section 2 discusses the back-
ground and various aspects of the XAI. The pre-modeling explainability and the main 
pre-modeling approaches are then described thoroughly in Sect. 3. After that, a detailed 
description of the characteristics of numerous interpretable models is represented in 
Sect. 4. Section 5 explains the trending post-modeling explainability methods, which have 
been widely adopted recently. The challenges and future research trends for the XAI topic 



3510	 D. Minh et al.

1 3

are discussed in Sect.  6. Finally, the conclusion, which summarizes the contents of this 
review and provides some concluding remarks, is shown in Sect. 7.

2 � Background

It is crucial to establish a common understanding of why it is necessary to promote explain-
ability in the AI context, particularly ML algorithms, before proceeding with the main con-
tents of this survey. Therefore, the main goal of this section is to analyze the previously 
introduced definitions that are related to XAI. After that, it demonstrates the importance 
of the explainability topic in AI. Finally, a general categorization of the XAI methods is 
established to guide the following sections.

2.1 � General terminologies

Figure 1 describes the most commonly mentioned terminologies in the XAI domain, the 
relationships between them, and the essential characteristics of each term.

Among the listed terms, understandability appears as the most fundamental XAI 
notion that is linked to the other concepts (Hagras 2018). Comprehensibility and 
understandability are both dependent on the users? ability to perceive the knowledge 
that is learned by a model (Páez 2019). For example, interpretability, explainability, 
and succinctness are highly related to understandability. While succinctness indicates 
how concise and compact is the generated explanations to be understandable is for 
humans themselves (Abdollahi and Nasraoui 2018), the interpretability and explain-
ability estimate the level that the observers can comprehend the outputs of the AI mod-
els. interpretability and explainability are among the two terms that seem to be related 
and usually misused, which can cause confusion and prevent the establishment of a 
standard term (Carvalho et al. 2019a). However, they are notably different in the XAI 
domain. Explainability refers to the active nature of an AI model that expresses any 

Succinctness

Comprehensibility

Understandability

Explainability

Interestingness

Usability

Acceptability

JustifiabilityInterpretability

Fig. 1   Outline of the relationships between the common XAI terminologies. X → Y means that the assess-
ment of Y requires the assessment of X, whereas X ↔ Y indicates that assessing X is equal to assessing Y. 
The boxes emphasize the equivalent classes of problems
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ability or any procedure that the model takes in order to clarify or reveal its inter-
nal functions (Adadi and Berrada 2018). On the other hand, interpretability indicates 
the degree that an AI model becomes clear to humans in a passive way. Based on the 
mentioned terminologies, some user-related terminologies can be comprehensively 
assessed. Justifiability offers a simple way for non-technical users to perceive the inner 
learning processes of a learning model and allows them to justify the model. When an 
AI model becomes explainable, it attracts the users (Interestingness). As a result, in 
general, XAI improves the usability and acceptability of the existing AI models as it 
allows the users to get involved in the process of debugging and building the models.

2.2 � What is XAI?

The idea of interpreting the AI system was first introduced in the mid-90s when 
Swartout and Moore (1993) proposed an XAI prototype that could describe what 
hard-coded rules contributed to a decision. The XAI phrase was initially suggested 
by Van Lent et al. (2004) in order to define the system capability to describe the inter-
nal process of the objects that were controlled by a game simulation. It contradicts 
the current black box nature of the AI systems, where the researchers and developers 
find it hard to explain the decisions made by AI. The XAI development was delayed 
for a long period when AI entered a point of inflection, where AI algorithms showed 
remarkable results in several research areas. The main objective of AI research since 
then has been turned into improving the algorithms? predictive power. Consequently, 
the ability to interpret and explain the decisions that are predicted by AI algorithms 
has been ignored. In recent years, the XAI term has gained increasing attention from 
academia and developers as an immediate outcome of the massive integration of AI/
ML in everyday life (Páez 2019). As a result, the pressure from society, ethics (Muller 
et  al. 2021), and legislation (Schneeberger et  al. 2020) demands a new generation of 
AI that can explain its inner functions and allow the users to interpret the logic chain 
that brings about its decisions. Figure 2 demonstrates the remarkable revival of XAI 
research, which is based on observing Google trends and the rising number of XAI 
publications during the last decades. Fig. 2(1) shows that there is a gradually increas-
ing interest in the XAI, because the volume of Google searches for the explainable AI 
keyword rose significantly during the period between 2014 and 2020.

The research community has acknowledged the necessity of a comprehensive and 
standard definition that covers all the crucial characteristics of XAI for years. As a 
result, many theories have been proposed to try to explain the XAI concept thoroughly. 
However, there is no unified definition of the XAI term because it is usually associ-
ated with the changes, efforts, and initiatives to establish transparent AI and solve the 
trust concerns instead of being a standard concept. For the moment, the most accepted 
definition can be viewed from different explanations that are accepted by two well-
known organizations. As presented by DARPA (Darpa 2020), the XAI program tries 
to build a series of ML methods that ?produce more explainable models, while main-
taining a high level of learning performance (prediction accuracy); and enable human 
users to understand, appropriately trust, and effectively manage the emerging genera-
tion of artificially intelligent partners.? On the other hand, according to FAT* (ACM 
2020), ?XAI is the study of explainability and transparency for socio-technical sys-
tems, including AI.?
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2.3 � Why is XAI important?

It is intuitively obvious that we are the sole person responsible for our own decisions 
and actions. However, the liability for a decision made by an AI algorithm is vague, 
because the AI systems cannot explain their internal process, which is mentioned in the 
introduction section. The AI system relies on a mathematical model to learn the funda-
mental features from a dataset in order to make a prediction or a suggestion. In addition, 
it is laborious to shed some light on the complicated internal procedures of an AI model 
with the current technology (Adadi and Berrada 2018). Therefore, there is an increasing 
demand for a new generation of XAI technology to completely understand how AI mod-
els make predictions. The explanation of the decision-making process in AI systems is 
particularly critical for various industries, such as financial, healthcare, and security. 
For example, a self-driving Uber hit a woman and caused her death in Arizona in 2019 
(UberAccident 2020). It is troublesome to decide who is responsible for this profoundly 

0 20 40 60 80 100 120

1993-2010

2011-2015
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2019-2020
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NUMBER OF ARTICLES

Y
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A
R

(1) Google trends result for the Explainable AI 

(2) Distribution of published scientific articles over time

Fig. 2   Proofs of the increasing interest in XAI research from the community, which include (1) Google 
trends for the XAI topic and (2) distribution of published XAI-related articles by the years that were inves-
tigated in this survey
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significant and moral situation. Therefore, an insight into the decision rationale of AI is 
required to guarantee the trustworthiness and the responsibility.

The lack of the ability to explain the logical reason why some ML algorithms have 
reached human-level performance is rooted in two primary problems. The first problem 
is the huge differences between the research community and the business sectors that 
prevent a complete integration or replacement of the newest ML systems into the rigor-
ously controlled industries, because the new technologies can put existing systems at 
risk if the users do not fully understand them (Asadi et al. 2017). The second issue is 
the uncertainty regarding the AI?s performance. ML models have been implemented in 
numerous applications, and some of them are starting to reach levels of human (Deeks 
2019). Due to the adoption of the new generation AI and ML techniques, these applica-
tions can process an enormous amount of data with high accuracy. Even though each 
research paper showed that an AI system achieved high performance in particular dis-
ciplines, the performance is just part of the users? concern, and XAI is the main ele-
ment that allows a better understanding of the model and improves its applicability 
(Chakraborty et al. 2017).

2.4 � XAI notable features

Even though the notable characteristics of XAI systems have been revealed slowly through 
numerous XAI studies (Ding 2018; Lawless et  al. 2019), to the best of our knowledge, 
there still exists no XAI survey that mentions and discusses every significant characteristic 
of an XAI system. These characteristics are essential in order to discriminate against the 
primary objective of an XAI model. As a result, this section attempts to explain and dis-
cuss them in detail in Table 3. In total, XAI has eight fundamental characteristics, which 
include reliability, causability, transferability, informativeness, confidence, fairness, acces-
sibility, and privacy.

2.5 � How is XAI implemented?

A well-known XAI classification introduced by Doran et al. (2017) divided the XAI tech-
niques into three levels of explainability, which include (1) the opaque models, which are 
models where the users are unable to comprehend how those models produce an output for 
a specific input, (2) the interpretable models, which are models where the users can math-
ematically analyze the connection between the model input and output, and (3) the compre-
hensible models, which is where the models can provide both the output and a set of rules 
to support the users in order to gain an insight into how the model works. The mentioned 
categorization criterion is included in the new XAI classification that is introduced in this 
article, which gives a more precise categorization based on the latest progress of XAI.

Figure 3 describes a systematic categorization for all the existing XAI approaches which 
include the pre-modeling explainability, the interpretable model, and the the post-modeling 
explainability. Important methods for the pre-modeling explainability group are the data 
analysis, data summarization, and data transformation. There are several approaches for 
the interpretable model group, which include the inherently interpretable model and the 
hybrid interpretable model. Finally, for the post-modeling explainability, some common 
methods are textual justification, visualization, simplification, and feature relevance.
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2.5.1 � Pre‑modeling explainability

Pre-modeling explainability refers to a series of data processing approaches, which is 
implemented to gain an insight into the datasets collected to train the ML models.

•	 The data analysis implements a set of techniques in order to obtain an overview of the 
various statistical information of a dataset, which includes the dimensionality, mean, 
standard deviation, range, and the missing samples (Zhuang et  al. 2017). Consider a 
road defect classification application as an example, which was based on a huge road 
defect dataset (defect and normal images) (Dang et  al. 2018). By implementing the 
data analysis, the frequency of the images between the defect and the normal classes 
exposes the imbalanced data problem, where the number of defect images is far less 
than the normal ones. As a result, many solutions can then be used in order to mitigate 
the problem and increase the classifier?s performance (Hu et al. 2018b).

•	 In the digital transformation era, where the large-scale deployment of AI technologies 
has grown at a rapid rate (Holzinger et al. 2021b). There is a pressing need to collect 
huge datasets to support those AI applications. Although the number and the quality 
of the datasets have improved significantly due to a more accessible and straightfor-
ward data collection process, the datasets were often published without sufficient docu-
mentation, so it was challenging for other researchers to apply these datasets in their 
studies (Yu et  al. 2017). Transformations can guarantee decent interactions between 

Fig. 3   Conceptual diagram that represents the three degrees of explainability, which include (1) the pre-
modeling explainability, (2) the interpretable mode, and (3) the post-modeling explainability
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the creators and the users of the datasets and can further reduce the common problems, 
such as data bias and the misuse of the data (Anysz et al. 2016). In recent years, novel 
data transformation approaches, which include data statements (Bender and Friedman 
2018), datasheets, and nutrition labels, have been introduced. Each method essentially 
proposes various solutions for important metadata for a dataset in order to describe the 
data creation, data preparation, data collection, and legal/ethical consideration.

•	 Data summarization techniques attempt to find a minimal subset from the original data-
set (Ahmed 2019). The model?s performance that is trained on the subset is compara-
ble to the original dataset, because the subset contains representative samples, which 
can represent the entire dataset. The conventional data summarization techniques 
include K-medoid clustering (Mohit et al. 2019) and K-means clustering. The research 
about data summarization has increased remarkably in recent years, mainly due to the 
increasing number of publicly available big datasets. Yang and Shafto (2017) proposed 
a Bayesian-based teaching model, which could pick a representative small number of 
data samples that would yield the same results as when the learner is trained using the 
whole dataset. Wu et  al. (2017) showed that various data summarization techniques 
were introduced for document summarization, video summarization, and classification 
tasks. While the document summarization and the classification tasks are formulated 
as an optimization problem, the video summarization is performed by extracting the 
keyframes that best describe the video or by applying the video skimming method. In 
addition to data summarization, data squashing, which contains a set of techniques that 
create a subset from the original dataset to generate a similar analysis result as the orig-
inal dataset, was also investigated (DuMouchel 2002). The samples in the subset of the 
data squashing method usually contain weights, which is different from the data sum-
marization. The recent work on so-called Bayesian coresets is a typical example of the 
data squashing that is expressed in the Bayesian learning environment (Campbell and 
Broderick 2019).

Hu et al. (2018a) suggested DIVE, which is a mixed-initiative data exploration system that 
combines several methods, such as data summarization, visualization, statistical analy-
sis, and storytelling to gain knowledge about the data. The authors proved that using the 
DIVE helped the data scientists to perform the data visualization and data analysis faster 
and more efficiently. However, this technique merely considered the statistical information 
when analyzed the datasets. It is challenging to conceive this type of data, because most 
of the datasets are complicated, suffer from the high-dimensional space problem (Jagadish 
et al. 2014), and humans only perceive up to three-dimensional data. Therefore, the follow-
ing approaches were proposed in order to enhance the model explainability.

2.5.2 � Interpretable model

The ML models with complicated processes and architectures, such as deep learning, 
have successfully been applied to solve various ML and AI challenging problems over 
the past decade (Nguyen et al. 2019, 2020b). However, the current generation of models 
faces the black-box problem because they are trained directly from data by an algorithm, 
indicating that researchers who create them cannot explain how the model uses the vari-
ables to produce predictions. Even though the input variables are available, the black-
box models are considered complex functions of the variables that we cannot under-
stand how the final output is created from these variables. The black-box problem can 
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ideally be prevented in the early stages by constructing interpretable models. A model 
is considered an interpretable model if it can be interpreted by humans all by itself by 
looking at the model summary or the model parameters. Some examples of the inter-
pretable models include linear/logistic regression and rule-based learners. Those mod-
els will be discussed in detail in Sect. 4.

•	 Inherently interpretable model approach is a conventional way to achieve interpretabil-
ity, which contains a group of models and algorithms that are considered understand-
able by design. The standard algorithms include rule sets, linear models, decision trees, 
case-based reasoning, and generalized additive algorithms. Lipton (2018) classified 
this group of models into three degrees of transparency, which include simulatability, 
which is the whole system level, decomposability, which is the smaller parts level, and 
algorithmic transparency, which is the algorithm level. As illustrated in Fig. 4, the pre-
vious group includes its successors. A model that belongs to the simulatability group 
has the algorithmic transparency and the decomposability properties. However, merely 
adopting a simple and plain model does not automatically ensure the model explain-
ability in practical. For example, feeding high-dimensional input data into a linear 
regression model can affect the simulatable characteristic of the model (Deleforge et al. 
2015). There have been many solutions proposed to solve the issue. For example, Luo 
et  al. (2016) investigated the implementation of the L1 norm regularization method 
before training the model in order to minimize the number of crucial input features. 
However, the coefficients that were computed for a linear regression model could likely 
be unsteady when feature collinearity happens, which caused some variables to be cor-
related to each other due to an observed or an unobserved confounder. In this situation, 
the L2 norm could be used to mitigate the problem (Fang et al. 2017).

•	 The hybrid interpretable model approach includes a set of methods that attempts to 
combine a complex black-box model with an inherently interpretable model in order 
to build an interpretable model that achieves comparable performance to the black-box 
model. For instance, Gallego et  al. (2018) demonstrated a clustering-based k-nearest 
neighbor classification that combined an approximated similarity search (ASS) method 
with the clustering model to lower the complexity of the k-nearest neighbors (k-NN) 
algorithm. Deep learning was also implemented to acquire a proper representation of 
the classification task. The experimental results on eight distinct datasets confirmed 

M

X ySimulatability
A simple model that can 
be contemplated at once

Decomposability
Each part of the model expresses 

an intuitive explanation.

Algorithmic transparency
The learning algorithm can explain 

itself by applying mathematical 
analysis and methods.

Fig. 4   Visualization of the inherently interpretable model approach, which show three main characteristics 
that include simulatability, decomposability, and algorithmic transparency
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that the combination of various techniques enabled a notable performance improvement 
with a substantial decline in the number of parameters required to categorize an item.

Even though there were many techniques proposed to limit the weaknesses of the inter-
pretable model approaches, these models, in general, are simple and inefficient to cope 
with the real-world applications (Salmeron et  al. 2019). This hypothesis has led to the 
tradeoff between the model?s performance and explainability, because the better the algo-
rithm performs, the lower the interpretability becomes (Ren et al. 2019). The main obstacle 
is to develop a simple model that can be comprehended easily but complicated enough to 
fit the data correctly. Recent research has shown that the previously mentioned tradeoff 
does not always correct, because many new XAI methodologies have been proposed in this 
category. Those methods were organized using ideas, key underlying factors, and probably 
overlapping to help the models be more straightforward to comprehend.

2.5.3 � Post‑modeling explainability

The post-modeling explainability approach enhances the explainability of the existing 
black-box ML models by applying a set of techniques, such as visualization, textual jus-
tification, simplification, and feature relevance techniques. These methods were inspired 
by how humans interpret a system and its processes. Even though each group also speci-
fies the type of data it needs, some techniques from different groups may perform well on 
different data types. The latest post-modeling explainability research is classified into the 
proposed categories in order to reduce the time and effort that the readers have to spend 
looking for specific research that suits their demands.

•	 The textual justification facilitates the interpretability ability for the ML models by pro-
ducing detailed explanations in the form of text for every decision made by the ML 
models. This group also comprises the techniques that create symbols to describe a 
model?s function or algorithm through semantic mapping.

•	 While textual justification explains a model by generating explanations in the form of 
text, visualization interprets a model?s behavior by visual representations. Visualiza-
tion techniques are considered the best way to explain the complicated inner interac-
tions of the variables of the model, and they can be combined with other methods in 
order to increase their interpretability ability (Spinner et al. 2019).

•	 The simplification aims to make a simplified version of the original model that has an 
optimized function, significantly reduces the complexity, has a simpler implementation 
process, and performance is comparable to the original version. Local explanations and 
Examples generation are considered belong to the simplification approach. Local expla-
nations help the researchers interpret the ML models by splitting a black-box model 
into several simple subprocesses. Each subprocess can be explained using a distinc-
tive technique that only solves part of the model?s functioning. Examples generation 
technique extracts the data samples that are associated with the outputs of a particular 
model to allow the users to gain a better comprehension of the model, which is similar 
to human behavior when solving a specific task. This approach concentrates on obtain-
ing representative samples that describe the internal relations correlations of the model 
under consideration.

•	 The feature relevance approach describes the inner function or process of a model 
by calculating the relevance score for the available variables. The importance (sensi-
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tivity) of a feature to the model?s prediction can be analyzed based on the computed 
score. The score comparison between the variables can then be computed to show the 
model?s attention to a list of variables during the testing process. In addition, the rel-
evance score between the variables can also be calculated in order to explain their rela-
tionship.

•	 The joint prediction and explanation approach assumes that an ML model can predict 
and explain the output at the same time. Alternatively, a complicated model can be 
forced to explain its prediction during the training process. For example, Hind et  al. 
(2019) proposed the Teaching Explanations for Decisions (TED) framework with the 
primary objective to increase the training data, which comprises a list of essential fea-
tures, a prediction, and the corresponding explanation. The provided prediction and 
corresponding explanation were then combined into a single label during the training. 
During the testing process, the output prediction was decoded in order to create the pre-
diction and the corresponding explanation. The TED model was proved to show accu-
rate explanations with no loss in prediction.

2.6 � Real‑world applications of XAI

The last three years have witnessed a sharp rise in XAI research activity, which focused 
on various aspects of the XAI topic. Table 4 discusses the potential applications of XAI in 
some representative domains, which include finance, healthcare, transportation, military, 
legal, and human-computer interactions.

In addition, Table  5 describes many open-source XAI platforms that were funded by 
giant tech companies. Most of the open-source platforms support the pre-modeling and 
post-modeling explainability for the black-box models. The big corporations, such as 
Google, Microsoft, and Oracle, started to focus more on integrating XAI into their ecosys-
tems, proving XAI?s important role in recent years.

3 � Pre‑modeling explainability

Pre-modeling explainability refers to various data pre-processing and feature exploration 
methods in order to obtain an overview of any dataset and pre-process it before the training 
process. Table 6 summarizes the previous research that worked on pre-modeling explain-
ability. There are three major pre-modeling explainability categories, which include the 
data analysis, data summarization, and data transformation.

3.1 � Data analysis

The data analysis is described as a process of extracting, transforming, loading, and mod-
eling data in order to identify the crucial features required for the ML models to make deci-
sions. The four stages of data analysis that are usually encountered in data science include 
descriptive analysis, predictive analysis, diagnostic analysis, and prescriptive analysis. 
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After that, machine learning (ML) and AI are used to predict the outcomes and suggest 
options to respond to those predictions.

3.1.1 � Descriptive analysis

The descriptive analysis or descriptive statistics describes, shows, or summarizes raw data 
points to provide insightful information about the data. This process is often used to represent 
data in the past to enable the data scientists to study earlier behaviors and figure out how they 
can impact future outcomes. Typically, the fundamental data is described by applying a series 
of statistics in order to perform simple to complex operations, such as aggregate amounts or 
the counting of a filtered column. Examples of descriptive analysis are documents that sum-
marize the company?s finances, production, inventory, sales, operations, and customers.

3.1.2 � Predictive analysis

The predictive analysis is rooted in the capability of a model to predict future outcomes based 
on probabilities. Predictive analysis equips the researchers with actionable insights on estimat-
ing the likelihood of a prediction using raw data. The most typical application that uses predic-
tive analysis is the creation of a credit score. The score describes an individual?s creditworthi-
ness, which is managed by financial services in order to check whether a customer can pay off 
loans on time. Other applications include estimating how sales end at year-end, discovering 
items that customers frequently bought together, and managing inventory using historical data.

Table 5   Open-source XAI platforms

Name Backed by Explainability Characteristics

Pre-modeling Post-modeling

AI fairness 360 IBM (2019) ✓ ✓ Mitigates bias for datasets and 
models

Available in both Python and R
What-If tool Google (2021) ✓ ✓ Analyzes data features and 

model behavior
Extension in Jupyter and Google 

Cloud
Model interpretability Microsoft (2021) ✓ ✓ Presents feature importance for 

the model
Extracts data patterns using 

interactive GUI
Skater Oracle (2021) ✓ Supports black-box models 

demystification
Open-source python library

H2O platform H2oai (2017) ✓ Supports post-hoc explainability 
toolkit

White-box modeling with 
AutoML
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3.1.3 � Diagnostic analysis

The diagnostic analysis involves many methods, such as data discovery, drill-down, cor-
relations, and data mining, to describe why some events occurred. More importantly, diag-
nostic analytics lets researchers comprehend the data, identify anomalies promptly, and fig-
ure out the potential hidden relationships between multiple anomalies.

3.1.4 � Prescriptive analysis

The prescriptive analysis enables the users to decide various feasible actions based on out-
puts from the algorithms. Moreover, the prescriptive analysis forecasts the output of a deci-
sion and why that output will happen. Although it involves both the descriptive analysis 
and the predictive analysis, it exceeds them by offering a wider range of methods. The pre-
scriptive analysis implements a series of methods, such as algorithms, business rules, ML, 
and computational modeling procedures on various types of datasets, including real-time 
data feeds, historical/transactional data, and big data.

3.2 � Data summarization

The summarization approach refers to the process of creating an informative and compact 
summary of the initial, which includes unstructured data and structured data. The unstruc-
tured data refers to a huge collection of plain text, dates, numbers, and punctuations. 
Therefore, text summarization is a fundamental preprocessing process before performing 
the training. On the other hand, the structured data indicates any data in an established 
field, such as rows and columns within a file or matrix, which involves spreadsheets and 
relational databases. The summarization approach has been widely implemented in various 
application domains, which include text mining, traffic network monitors, the financial sec-
tor, the healthcare sector, and several others (Kolyshkina and Simoff 2021). The meaning 
of summarization depends on the intention of implementing it. For example, the purpose 
of a network traffic summary and a text summary are different. A text summary keeps the 
essential contents and reduces a large amount of unnecessary text. On the other hand, a net-
work traffic summary helps the administrator get an overview of the network in real-time.

3.3 � Data transformation

The data transformation is a basic rule-based data processing method that is applied to 
map the structure of the source datasets into a target structural format. However, the data 
consistency is ensured, which means the data has a similar format and content. The client?s 
name is a good data transformation example that can be expressed in various forms. A 
proper data transformer can parse distinct parts of the client?s name, which include titles, 
last names, first names, and middle names, and it then organizes them into a rule-based 
representation in order to assist the data manipulation from other services.
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4 � Interpretable model

The interpretable group refers to a collection of ML algorithms that is interpretable due to 
its simple structure. Previous research are divided into two main groups, which include the 
inherently interpretable model and hybrid interpretable model, as described in Fig. 5.

4.1 � Inherently interpretable model

Most conventional ML algorithms have already been deployed to support the users in order 
to make high-stakes decisions. However, they still caused several issues across domains, 
such as public health, criminal justice, and others. The research community has expected 
that introducing new approaches in order to solve these black-box algorithms is going to 
solve some of these dilemmas. However, investing efforts in order to explain the existing 
black-box algorithms instead of constructing algorithms that are inherently interpretable 
is prone to cause bad practices, which can lead to catastrophic harm to society. Therefore, 
designing inherently interpretable models is a way forward. As suggested by Lipton (2018), 
the inherently interpretable approaches can be divided into three levels of explainability, 
which include simulatability, decomposability, and algorithmic transparency, as described 
in Table 7.

4.1.1 � Linear/logistic regression

The linear regression algorithm is applied in order to predict the continuous depend-
ent variables using a certain set of independent variables. On the other hand, the logis-
tic method is implemented to model the possibility of a predefined class or event existing 
within a provided set of independent variables. Even though linear/logistic regression is 
considered transparent because it assumes that predictors and the predicted variables are 
linearly dependent, some post-modeling explainability approaches can be implemented to 
provide more explanations in the form of visualization for non-expert audiences. For exam-
ple, Latouche et  al. (2018) combined logistic regression and a residual network to build 

Fig. 5   Categorization of the interpretable model topic based on the previous notable research, which 
include the inherently interpretable model and the hybrid interpretable model
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a generic model. The network checked whether the independent variables of the model 
were adequate to describe the entire network topology. Moreover, a variational Bayes net-
work was applied to calculate the residual graph function by averaging the block-wise con-
stant sequences. After comparing with the other eight networks from ecology and social 
sciences, the proposed network showed that it could be applied to various applications, 
because the control variables were usually provided when the binary networks were inves-
tigated. Ahn and Lin (2019) introduced a visual analytics software for the interactive analy-
sis of logistic regression models, which supported the researchers in efficiently creating, 
analyzing, and comparing various models using the initial model development workflow. 
In addition, the tool sufficiently revealed general patterns from the candidate models? 
parameters. With a similar idea, Dingen et al. (2018) proposed a visual analytic software 
to allow the users to explore logistic regression models interactively. The tool facilitated 
a quick generation, evaluation, and comparison of several models that are based on the 
model development workflow as a starting point. Global patterns in the parameter values 
of the models under consideration could be investigated adequately in order to make new 
theories or improve the model.

4.1.2 � Decision trees

Decision tree learning, which is a commonly used hierarchical structure-based ML algo-
rithm for the regression and the classification topics (Eiras-Franco et al. 2019; Gupta et al. 
2017; Wang et  al. 2019d), can be interpreted easily and fulfill all the constraints of the 
inherently transparent model. It has consistently stayed between various groups of trans-
parent models. In the simplest form, the decision tree is a simulatable model. However, its 
properties can be revised to become a decomposable model and an algorithmic transparent 
model. The algorithm complexity and understandability are assumed to be a critical factor, 
because the decision tree models were closely related to the decision-making process. The 
evidence for the mentioned information can be witnessed through the increasing number 
of research on the generation and explanation of the decision tree (Sagi and Rokach 2020; 
Främling 2020; Zhang et al. 2019). Even though the decision tree algorithm fits into the 
three degrees of the transparent model, the decision tree?s attributes can drive it toward the 
algorithmic transparent class. For example, a single decision tree is the decision tree that 
can be simulated and comprehended by humans comfortably, because it is small and con-
tains a limited number of features. An increase in the model size converts it into a decom-
posable model, because its size interferes with the humans? full simulation. Finally, a sig-
nificant increase in the size and the number of complicated features turns the model into an 
algorithmic transparent model that loses the early explainable features. For example, Eiras-
Franco et al. (2019) proposed a novel decision tree-based model that contained a binary 
decision tree and a clustering algorithm. The proposed model was scalable and interpret-
able, which was designed mainly to acquire the global explanation of important informa-
tion from the dyadic dataset. The preliminary outcomes indicated that the suggested model 
obtained good performance and achieved the explainability ability. In another research, 
Nguyen et al. (2020a) demonstrated two new multivariate decision tree (MDT) methods, 
which included an exact-convertible decision tree (EC-DT) and an Extended C-Net algo-
rithm to extract important rules from an artificial neural network (ANN) model efficiently. 
The experimental results suggested that the extracted rules contained multiple attributes 
that supported a precise interpretation of the decision-making processes.
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The decision tree is a conventional ML algorithm that was implemented extensively 
in the decision support contexts. Several of its applications were different from the com-
putation and AI fields, which indicated that the researchers from other areas felt that the 
algorithm was straightforward to interpret and comprehend (Eiras-Franco et  al. 2019). 
However, the decision tree is less likely to be applied to applications where the model?s 
performance is the foremost requirement, because the simple architecture leads to bad 
generalization ability compared to other complicated models. As a result, the ensemble 
learning approach was recently proposed to overcome to partly solve the poor performance 
by gathering the outputs predicted by several trees in order to learn from various training 
subsets of the original data (Park et al. 2018; Sagi and Rokach 2020). The combination of 
several trees significantly increased the complexity and made the algorithm lost the trans-
parent characteristics. Therefore, a set of post-modeling explainability methods is applied, 
which will be discussed in the following section of the review.

4.1.3 � K‑Nearest neighbors (k‑NN)

k-NN is a typical approach that belongs to the group of transparent models. Without the 
training process, it solves the classification problem by directly predicting a label for an 
input sample using its k-NN? votes, which measures the distance. The voting mechanism 
can be replaced with an accumulation of the nearest neighbors? target values to deal with 
the regression problem. The k-NN model can be customized for the specific problem that is 
being researched.

Regarding the model interpretability, it is crucial to state that the k-NN model?s out-
put mainly depends on computing the similarity and the distance between samples. The 
mechanism of the k-NN resembles the experience-based decision-making of humans, 
which determines the output based on past cases. The user?s interaction with the model 
is straightforward due to the model?s interpretable nature, which allows the researchers 
to discover why a new input was put into a specific group and how the output is updated 
when K was changed. As a result, the k-NN has been extensively considered for applica-
tions that required the model interpretability (Zheng and Ding 2020). As noted earlier, the 
k-NN interpretability relies heavily on three main factors, which include the number of 
features, the total number of instances, and the distance metric applied to calculate the 
correlation among data samples. For example, a high K value hinders the complete simula-
tion of the model. Likewise, a large number of features or a complicated distance function 
impedes the model?s decomposability and restricts its interpretability to algorithmic trans-
parency. Wang et  al. (2019a) demonstrated a novel k-NN rough set model that incorpo-
rated the strong points of both �-neighborhood and k-NN, which dealt with heterogeneous 
data more effectively compared to the existing models. An iterative process was used to 
depict a decision through rough approximations and describe its monotonic. Moreover, an 
attribute reduction method was introduced to offer higher performance than the previous 
approaches, especially for the �-neighborhood rough set and k-NN rough set approaches. 
Zheng and Ding (2020) suggested a novel classifier motivated by the original k-NN algo-
rithm to increase the classification accuracy and the model explainability. The classifier 
was robust, because a sparse group lasso was applied to the group level in order to choose 
K most related groups and eliminate all the irrelevant groups rather than the sample level. 
Moreover, K-SVD, which was a dictionary learning algorithm, was implemented to pre-
cisely extract wanted sparsity (nonzero entries) to overcome the hyperparameter optimiza-
tion challenge. Eventually, the possibility of a sample that belonged to a particular group 
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was expressed clearly by the summary of the regression weights of each class in compli-
ance with the XAI for the proposed model. The experimental results showed that the pro-
posed algorithm outperformed eight other algorithms in terms of classification accuracy.

4.1.4 � Rule‑based machine learning

Rule-based ML describes a group of models that generate rules to represent the data 
being learned. The rules can be basic and straightforward conditional, such as if-then 
rules, or a combination of several rules to represent the knowledge. The well-known 
fuzzy rule-based approaches also belong to the rule-based ML models, which were pro-
posed for a wider range of objects and enabled the concept of verbally formed rules 
across vague domains. The rule-based ML algorithms belong to the interpretable model 
because they use fuzzy logic and fuzzy sets to express various forms of knowledge and 
model the existing relationships and interactions between the variables. The rule-based 
ML algorithms were proven to perform better than the traditional rule-based systems 
when some levels of uncertainty exist. The fuzzy rule-based algorithm is considered 
transparent models, because it solved the explainability problem by creating rules to 
justify their outputs (Adriana da Costa et al. 2013; Yeganejou et al. 2019). For instance, 
Fernandez et al. (2019) suggested the ?4 W? questions with the main goal to show how 
the evolutionary fuzzy systems were crucial from an explainable point of view.

Rule-based learning methods have been utilized widely to perform knowledge extrac-
tion in many application domains (Bologna 2019; Keneni et  al. 2019; Singh et  al. 
2019). The primary design objective of a rule-based algorithm is interpretable and 
straightforward. However, the model interpretability is affected by the length and the 
number of generated rules. A high number of rules improves the model?s performance 
but with a risk of neglecting its interpretability. Likewise, the length of the rules also 
works against interpretability, because it becomes hard to interpret when it gets longer. 
Using the same deductive reasoning, these two features collaborate with the transparent 
model?s classes, which is shown in Sect. 4.1. Lengthy rules or a huge number of rules 
turn a model into an algorithmically transparent model. One solution is to convert the 
basic rules into fuzzy rules to ease the rule size limitations, because a larger rule size 
can be implemented with smaller tension on interpretability.

The resemblance of the rule-based learners to natural human behavior makes them 
an excellent choice in order to understand and interpret other models. When a specific 
value for the number of rules is decided, a rule wrapper can be applied to hold sufficient 
data of a model in order to describe its operations to the regular users without yielding 
to the likelihood of utilizing the created rules as a standalone prediction model. Hatzi-
lygeroudis and Prentzas (2015) demonstrated neurules, which are a type of neuro-sym-
bolic rules that combine the symbolic rule with neurocomputing. A neurule-base model 
contains several autonomous neural units with a symbolically oriented syntax. Two rea-
soning phases of the neurules are connectionism, which focuses on the neurocomput-
ing approach, and symbolism, which concentrates on the symbolic backward chaining-
like method. The experimental results showed that the symbolism approach was more 
productive than the connectionism approach regarding computation complexity and 
speed, even though both demanded an equal number of input variables. In addition, the 
neurule-based explainable system significantly improved the efficiency and compre-
hensibility of the explanations compared to the existing rule-based expert systems. In 
another work, Keneni et al. (2019) deployed an explainable steering control framework 
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for unmanned aerial vehicles (UAV) by implementing a rule-based Sugeno fuzzy infer-
ence model. The data collection process was performed by directing the UAV to fly 
along with the assigned task and recorded a series of actions when it ran into predefined 
weather and enemy patterns. The collected data was then applied to train a Sugeno-type 
fuzzy inference model using the subtractive clustering algorithm on the data. The sub-
tractive clustering parameters were optimized by accessing the model?s performance 
and the number of rules. The model was fine-tuned with an adaptive neuro-fuzzy logic 
model (ANFIS) to provide explainable features of the decisions that were made by the 
UAV. The experimental results showed that ANFIS was effective in enabling the XAI 
feature for the framework. The output model involves six rules with a root mean square 
deviation less than 0.05.

4.2 � Hybrid interpretable model

The hybrid interpretable model approach assumes that it is feasible to combine an inher-
ently interpretable model with a black-box model in order to form a hybrid model that 
achieves both high performance and model interpretability instead of implementing a sin-
gle black-box model, which is challenging to interpret. Wang and Yeung (2016) proposed a 
novel Bayesian deep learning (BDL) framework to obtain combined intelligence that sup-
ported the inference of the output. The BDL estimates the uncertainty of the black-box 
deep learning models by either putting distributions over the model weights or by seeking 
straight mapping to the probabilistic outputs. The importance of each feature was evalu-
ated efficiently through the weight distributions of the outputs and classes using the pro-
posed model. Recently, Yeganejou et  al. (2019) introduced a hybrid convolutional fuzzy 
classifier to perform model interpretability. The idea was based on the fact that even though 
CNN models have obtained state-of-the-art performances on various application domains, 
it was impossible to persuade the users to trust them because they were black-box models. 
In contrast, the fuzzy system was much easier to interpret due to its simple architecture. 
As a result, the authors used CNN as a feature extractor, and then implemented a fuzzy 
clustering to cluster the extracted features. An explanation mechanism for the proposed 
model was then created by identifying each cluster?s medoid and assessing the significance 
of each pixel in the input data. The preliminary results on the three benchmark datasets 
revealed that the CNN feature extractor considerably improved the fuzzy classifier?s per-
formance and interpretation ability. With the same intention, Gulati et al. (2021) demon-
strated a hybrid interpretable solution to identify the 17 types of gestures in a user-specific 
approach. A GradCAM method was also developed to optimize and the generalized model 
architecture to explain its predictions. Through analyzing the GradCAM results, the last 
CNN layer was removed, because it demonstrated minimum contributions towards the pre-
diction. Therefore, the approach preserved the accuracy, sensitivity, specificity with a shal-
lower structure, which the trainable parameters were reduced by 20%. Recently, a hybrid 
model that combines two prior algorithms, which include the TREPAN decision tree and 
the clustering of a hidden layer representation, was proposed to deconstruct a deep learn-
ing network (De et al. 2020). The proposed model aimed to visualize the information flow 
of an underlying model to make it comprehensible to humans. The experimental results 
revealed that the hybrid model provided brief human-interpretable evidence for the frame-
work predictions. Another example is the contextual explanation networks (CEN) frame-
work (Al-Shedivat et al. 2020), which generated parameters for the intermediate interpret-
able models to make predictions and produce explanations. The preliminary experiments 
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on the image classification and NLP topics demonstrated that the CENs performance was 
comparable to the well-known models and gave additional explanations behind each pre-
diction. Chen et  al. (2020a) introduced adaptive explainable neural networks (AxNN)?a 
novel ML framework that supported two primary goals of model accuracy and explain-
ability. The model included ensembles of additive index models and generalized additive 
model networks. After that, the outputs of AxNN were separated into high-order interac-
tions to perform interpretation.

Fig. 6   Categorization of the XAI trends that are based on the previous notable research associated with 
various ML algorithms. The XAI research trends are classified by analyzing the previous related studies in 
depth in order to determine if a post-modeling explainability can be effortlessly implemented for a specific 
ML algorithm. The boxes in black, red, and orange refer to the XAI approaches on the text, image, or audio 
data. (Color figure online)
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The main advantage of the hybrid interpretable approach is that it offers robustness 
and interpretability to the black-box models (Yeganejou et al. 2019; Gulati et al. 2021). 
Other approaches have shown that the hybrid interpretable models simultaneously learn 
and provide explanations with both symbolic descriptions, sub-symbolic descriptions, 
and inferences (Al-Shedivat et al. 2020).

Fig. 6   (continued)
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5 � Post‑modeling explainability

Suppose that the ML algorithms did not satisfy any standards to consider them an inter-
pretable model. A group of approaches referred to as post-modeling explainability can 
be proposed to enable their explainability. The methods that belong to the post-modeling 
explainability aim to explain how an algorithm performs during the training process or 
how it generates predictions for any provided input. In this section, various algorithmic 
techniques for post-modeling explainability are first classified and evaluated, which include 
(1) the model-agnostic approaches that were devised to be implemented on any ML algo-
rithms, and (2) the model-specific algorithms that were proposed for a particular ML 
algorithm which are difficult to be implemented on other learners or achieve a low perfor-
mance. Next, the post-modeling explainability research trends for distinct ML branches are 
evaluated using a hierarchical graph, as demonstrated in Fig. 6. For each approach, a thor-
ough survey of the most recent post-modeling explainability methods introduced by the 
research community and the identifying trends that arose with these types of contributions. 
A summary of Fig. 6 is described below. 

•	 The model-agnostic approach contains all research that concentrates on implementing 
the post-modeling explainability for lightweight ML algorithms except for the family of 
deep learning models, which is described in Sect. 5.1.

•	 The model-specific approach aims at addressing the explainability and the interpretabil-
ity for deep learning, such as CNN, RNN, and hybrid models that combine the inter-
pretable models and the deep neural networks, which is discussed in Sect. 5.2.

5.1 � Model‑agnostic approach for the post‑modeling explainability

This section discusses any method that applies the ML model to obtain some crucial 
knowledge from the model?s training and prediction scheme or visualized by a set of spe-
cific techniques to facilitate model explainability. In addition, proxy models that mimic the 
original models can be created to allow explainability and reduce complexity. The model-
agnostic approach involves standard techniques, such as textual justification, simplification, 
feature relevance, and visualization methods, which is displayed in Fig. 6.

Fig. 7   Conceptual diagram that depicts two categories of the post-modeling explainability for the ML mod-
els, which include (1) the model-agnostic and (2) the model-specific groups
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5.1.1 � Textual justification

Textual justification offers explainability for a model by generating a text explanation in 
the form of phrases or sentences using the natural language generation (NLG) methods 
in order to explain the model predictions directly to the general users and the experts (Shi 
et  al. 2018). Moreover, it also refers to the methods that create symbols to portray the 
algorithm?s function logic through semantic mapping. An example of the textual justifica-
tion is shown in Fig. 7(1).

One primary approach to textual justification is to train a model using visual features 
extracted from another classifier in order to generate text explanations. For example, Sabol 
et al. (2020) introduced a textual justification model that helped categorize eight types of 
tissue from a histopathological test. The model was competitive with the latest RNN mod-
els and provided human-friendly explanations about the credibility of a prediction made by 
the classifier. Moreover, the experts can use it as a diagnostic tool in the medical domain 
with high confidence due to the textual explanation ability. Another major approach is to 
train an XAI model to justify the outputs of a black-box model. Musto et al. (2020) pro-
posed a post-modeling textual justifications framework, which interpreted the suggestions 
created by a decision support system. The framework accepted a suggestion and a collec-
tion of reviews as the input and generated textual justification, independent of the primary 
model. The experimental results showed that the review-based justifications could rely on 
simple features-based explanations. Moreover, the text summarization method led to more 
pleasing justifications. The proposed framework showed that it made the recommendation 
process clearer, more appealing, and brought more trust to the users, which proved the 
approach?s potential.

5.1.2 � Visualization

A typical approach to explaining an ML model, especially complex black-box models, is 
the visualization, which analyzes how a model learns the hidden patterns during the train-
ing process or how a prediction is made during the testing process. Therefore, many studies 
have followed this trend by highlighting decision-relevant parts of machine representations 
in order to explain the black-box models. For example, the parts that contributed to model 
accuracy during training or to a particular prediction.

The latest research on this topic can be observed in several studies. For example, Ahn 
and Lin (2019) applied a ranking mechanism in order to achieve model-agnostic post-mod-
eling explainability for various prediction approaches, which included binary and multi-
class classification. The proposed framework?s main advantage is that it does not rely on 
any specific algorithm and offers the users a fair evaluation of each learning phase from 
the input data to the prediction. After that, a visual analytic tool, which is FairSight, with 
various visualization functions, was introduced based on the framework to support the real-
world deployment of fair decision-making. The experimental results revealed that the sug-
gested framework provided more model explainability over the existing tools. Moreover, 
it was proven to effectively estimate and minimize the bias on the benchmark datasets. 
Another means of a model-agnostic post-modeling approach is presented by Spinner et al. 
(2019). This approach involves the use of explAIner, a visualization tool introduced to sup-
port interactive and explainable ML algorithms. The tool supports various processes, such 
as provenance tracking, model comparison, quality monitoring, interactive investigation of 
the graph, on-demand collection, visual analytics of the evaluation metrics, TensorBoard 
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debugging environment, and the latest visualization methods, such as layer-wise relevance 
propagation (LRP) (Lapuschkin et al. 2016), and local interpretable model-agnostic expla-
nation (LIME) (Ribeiro et al. 2016). Zhang et al. (2018a) suggested Manifold, which is a 
model-agnostic framework for ML model visualization that supports debugging, interpre-
tation, and comparison more interactively and transparently. The framework focused on 
a different aspect of the model by relying entirely on observing the input, which was the 
feature importance, and the output, which was the predicted results. The visual modules 
were comprised of a scatterplot-based visual representation, which analyzed the system?s 
prediction, and a custom tabular view, which was the feature discrimination.

The visualization approach is less likely to be applied to the model-agnostic approach 
than the model-specific approach, because it has to inspect the model structures and create 
many kinds of visualizations from the inputs and outputs. The visualization method can 
also be combined with other methods in order to enhance their explainability. Therefore, 
most visualization techniques in this section partly or fully involve the implementation of 
the feature relevance method in order to extract crucial features that are ultimately pre-
sented to the end-users.

5.1.3 � Simplification

The simplification approach is probably the broadest category of the model-agnostic post-
modeling that builds a new and simple system from the complex ML model. The cre-
ated simple model regularly seeks to optimize its similarity to the original function while 
minimizing the complexity and achieving comparable performance to the original model. 
There are two methods that can be considered subsets of the simplification approach, which 
include the local explanation (Neto and Paulovich 2020; Karlsson et  al. 2020) and the 
example generation (Chen et al. 2021). The local explanation assumes that simplification 
can be achieved by segmenting the solution space into smaller segments and performing 
an analysis on the particular segments of a model. After that, the method explains the less 

Fig. 8   Examples of the model-agnostic simplification approach based on rule-based extraction (1) G-REX 
framework (Konig et al. 2008) and (2) GLocalX framework (Setzu et al. 2021)
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complicated solution subspaces that are associated with the original model. These explana-
tions can be created by separating the property methods that only describe a portion of the 
model?s operation. On the other hand, the example generation method involves the process 
of showing the data samples that are related to the predictions of a specific model, which 
allows the users to obtain comprehensive explanations about the model itself. Those meth-
ods primarily concentrate on obtaining the representative samples that cover the model?s 
internal correlations, which simulate human behavior while explaining a given problem. 
Most of the simplification methods are based on the rule extraction techniques, which are 
explained in Fig. 8.

The simplification approach is a well-known XAI approach, because it has commonly 
appeared in the latest XAI studies, such as G-REX (Konig et al. 2008) and LIME (Ribeiro 
et al. 2016). LIME produces locally linear models to analyze and interpret the outputs of a 
complex algorithm. Therefore, it involves both the simplification and the local explanation 
approaches. Setzu et al. (2021) demonstrated a novel GLocalX recently as an alternative to 
the rule extraction, which applies the logic rules to black-box ML models. GLocalX hierar-
chically aggregates the local explanations extracted from the local decision rules to create 
global explanations. The experimental results showed that GLocalX correctly created the 
simplified versions, which obtained an even higher performance than the original models.

The main benefit of this technique is that the implementation of the simplified model 
is generally more straightforward due to the decreased complexity compared to the origi-
nal model. As a result, this approach is forecast to continue playing crucial roles in XAI 
research.

5.1.4 � Feature relevance

The feature relevance is considered an indirect approach to perform the post-modeling 
explainability, which evaluates the algorithm?s internal processes by calculating the rel-
evance score for all the variables that it manages. The computed score quantifies the impor-
tance or the sensitivity, which reveals what features are crucial, which is what the model 
depends on when making its prediction.

One well-known research regarding this topic was introduced by ?trumbelj and Konon-
enko (2014), which is called SHapley Additive exPlanations (SHAPE). SHAPE proposes 
a novel way to compute the important scores for each specific output using a collection 
of valuable attributes, such as the missing items, consistency, and local accuracy that is 
missing in the original model. Chen et al. (2018) suggested two extensions of the SHAPE 
framework, which include L-Shapley and the C-Shapley algorithm, to score instance-wise 
feature importance in order to perform the model interpretation. After that, the degree that 
the features affect the output is well-explained using a graph-structured factorization. With 
a different method, Henelius et al. (2014) analyzed the connections and the dependencies 
between the variables of the model by merging the features to deliver the model explain-
ability. Molnar et al. (2019) suggested the analysis of the ML model complexity based on 
the relevance of the features like the number of features, feature interactions, and complex-
ity. The researchers can effectively select and compare different types of models using the 
proposed system. Moreover, the post-modeling explainability was proved to be improved 
significantly by investigating and minimizing these measures. Most recently, Moradi and 
Samwald (2021) presented a post-modeling explanation framework called confident item-
sets explanation (CIE), which extracted a collection of features that highly affected the 
model in order to predict a specific class label. CIE provided class-wise and instance-wise 
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explanations that precisely showed how the black-box works. The CIE framework outper-
formed the former rule-based explanation through several experiments regarding the expla-
nations? interpretability and descriptive accuracy. Krishnamurthy et al. (2021) offered a so-
called sentences in feature subsets (SiFS) in order to implement a genetic-based algorithm 
to choose a subset of distinctive features that affect the prediction process. The obtained 
features were then converted into compact decision rules and held Boolean logic sentences 
that humans can easily comprehend.

The feature relevance is also considered a well-known model-agnostic post-modeling 
explainability approach that is similar to the simplification approach because a large num-
ber of publications related to this topic were found between 2018 and 2021. The feature 
relevance method has also become a vibrant XAI research topic in recent years.

5.2 � Model‑specific post‑modeling explainability

Given that several complex ML models have achieved notable performance in predictive 
applications and particularly the dominance of deep learning, this section focuses on adopt-
ing the model-specific post-modeling explainability approach in order to interpret these 
models. It includes a set of techniques proposed to enhance the explainability of a spe-
cific black-box ML model. After the analysis of recent literature related to the model-spe-
cific post-modeling explainability, various trending topics emerged. Firstly, the rule-based 
extraction method predominates this topic, which is intuitively anticipated, because it is 
challenging to enable the explainability for the complicated ML models themselves. Many 
studies that followed the rule-based learning approach for model explainability will be dis-
cussed in the Sect. 5.1.3. Feature relevance, which can also be implemented to perform the 
model-specific post-modeling explainability, has attracted a lot of attention from research-
ers recently. This approach can be used to create hybrid models that are independent of 
the model being explained. Finally, textual justification and visualization methods propose 
engaging means that affect important features that are detected by the feature relevance 
approach in order to facilitate the post-modeling explainability tasks. The application of 
the textual justification and the visualization on other ML model characteristics, such as 
the structure, firmly rely on the specific model that is being analyzed.

5.2.1 � Ensemble‑based models

Ensemble learning has been primarily implemented to improve the model?s perfor-
mance for specific tasks, and it is arguably a reliable way to improve a model?s perfor-
mance (Deng 2019). It merges the predictions of different models/trees in order to achieve 
an aggregated output. The most crucial benefit of ensemble learning is the generaliza-
tion improvement as a single model/tree, which regularly faces the overfitting issue. Even 
though it is highly effective against overfitting, the aggregation of several models makes 
it more complex to interpret compared to individual compounding models. Therefore, the 
post-modeling explainability techniques need to be implemented. The standard methods 
found in this topic are simplification and feature relevance.

First of all, many ensemble-based studies that concentrated on the post-modeling sim-
plification approach in order to partially explain the ensemble-based model and reserve the 
model performance have been proposed recently. For example, Hara and Hayashi (2018) 
solved the simplification of the tree ensemble algorithms by making a simplified model 
that is similar to the original model while preserving the original model?s performance. 
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They implemented a Bayes factor algorithm that automatically determined the model com-
plexity. Deng (2019) proposed another method for the post-modeling simplification by 
offering an interpretable tree framework (inTrees) that performs extraction, measurement, 
pruning, selection, and summarization of the rules. The proposed framework was used in 
various ensemble-based algorithms, which include boosted trees, random forests, and regu-
larized random forests. Likewise, Obregon et  al. (2019) offered an innovative system in 
order to merge and simplify the ensemble trees? outputs into a single output ruleset. Each 
decision tree?s weight was put into a matrix in order to generate a unique set of reduced 
rules that brought a comparable accuracy to the rules of the initial ensemble model. Hat-
well et  al. (2020) presented a novel Collection of High Importance Random Path Snip-
pets algorithm (CHIRPS) to interpret the random forest classification for each data instance 
and bring comparable performance to the state-of-the-art algorithm with a higher cover-
age rate. In addition to the simplification approach, the feature relevance method has been 
increasingly applied to the tree ensembles. For example, the generic framework proposed 
by Elghazel and Aussem (2015) was the first to evaluate the out-of-bag error and the fea-
ture importance from the individual learners in the ensemble for the unsupervised random 
forest algorithm. Each partition was created using the random subset features and a distinct 
bootstrap sample.

The feature relevance and the simplification approaches appear to be the most common 
strategies for the ensemble models, which are similar to the trend of the model-agnostic 
approach. However, many studies, which date back to 2018, focused primarily on the bag-
ging technique, so a limited amount of research has been observed lately when the research 
interest was shifted to other ensemble techniques, such as stacking and boosting. Among 
the studies, it is noticeable that a group of authors tried to explain why an individual classi-
fier from the ensemble classifier produced a particular output for a given input. The stack-
ing with interpretable rule approach introduced by Wang et  al. (2019d) focused on con-
structing the model and extracting the interpretable rules. It was based on a multi-objective 
optimization method in order to enhance the model performance while allowing it to be 
interpretable. Other fascinating studies about interpreting the ensemble models are Deep-
SHAP (Chen et  al. 2021), which stacked the ensembles and various classification mod-
els in order to explain the neural networks. Ribeiro et al. (2019) applied a dimensionality 
reduction method to facilitate the visualization framework to explain the ensemble models 
and explained how an individual classifier contributes to the final output. Most recently, 
Konstantinov and Utkin (2021) implemented an ensemble of gradient boosting machines 
(GBMs), where each GBM was determined by a single feature and produced a shape func-
tion of the feature. The model was built parallel using randomized decision trees of depth 
1, which provided a simple architecture. Experiments on the synthetic and real datasets 
demonstrated that the model was efficient for local and global interpretation.

5.2.2 � Support vector machine

Another well-known shallow ML algorithm that was dominant before the deep learning 
appearance is the support-vector machines (SVM). The SVM algorithm has a more com-
plicated structure compared to the ensemble approach. The standard SVM model is based 
on a supervised discriminative classifier that investigates data for the classification/regres-
sion task using the hyperplane separation mechanism, which obtains high performance 
and has robust generalization ability. The algorithm tries to find an optimal hyperplane to 
classify the new samples by learning the discriminative features from the labeled training 
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dataset. For example, the hyperplane is a 2d line in a two-dimensional space, separating the 
data plane into two regions, where each region belongs to one class. Many post-modeling 
explainability approaches have been previously proposed to describe SVM?s internal pro-
cesses, including simplification, local explanation, and visualization.

The four trends of the simplification group can be derived from the existing simplifi-
cation approaches that are based on how deep they operate on the algorithm?s internal 
process. The first trend is the rule-based post-explainability, where a group of researchers 
constructed them using the trained SVM models. For example, Polato and Aiolli (2019) 
introduced a method to obtain the explanation rules from the trained SVM model using 
boolean kernels with the feature spaces makeup of logical statements. Moreover, a search-
ing strategy was implemented to extract the most important features/rules that efficiently 
explained the trained model. Adriana da Costa et al. (2013) proposed FREx_SVM, which 
is a specific framework that extracts the fuzzy rules from a trained SVM for multi-class 
classification. It contains three simple steps, which lead to a fast and efficient rule-extrac-
tion process and enable a more linguistically explainable prediction. Haasdonk (2005) 
started the second simplification approach, which concentrated on simplifying the SVM 
kernel by providing arbitrary symmetric kernels. The optimal hyperplane was obtained 
by minimizing the distance between the convex hulls. The interpretation was generated in 
order to explain the behavior of the SVM. In the third trend to simplify the SVM, a group 
of authors suggested adding an SVM?s hyperplane to the XGBoost module, which was 
implemented to create the rules (Singh et al. 2019). The final category refers to a group of 
research that implements an add-on model in order to enable the interpretation of the SVM 
algorithm. For example, Zhou et al. (2018b) applied a genetic algorithm (GA) to concur-
rently optimized the variables of the SVM classifier and the input features. The GA model 
improved the accuracy of the SVM and allowed the visualization of the important features 
that affected the model?s output.

Apart from the simplification using rule extraction, other novel approaches that contrib-
uted to the explanation of the SVMs were also reported. The visualization approach is an 
effective and user-friendly method to interpret the SVM models that are deployed for real-
world applications. For instance, Ma et al. (2017) presented an open-box visual analysis 
tool, which was called EasySVM, in order to support the construction of the SVM models. 
The tool allowed the users to analyze the training data and the relations between the input 
data and the model. Moreover, it also supported the visual rule extraction method from the 
SVM?s predictions. Sanz et al. (2018) proposed to visualize the most relevant features and 
the relationship between the predictors and the response variables through non-linear ker-
nels. The proposed method achieved higher performance than the standard RFE algorithm. 
Gaonkar et al. (2015) presented an intuitive and straightforward tool to conduct multivari-
ate analyses and interpret the SVM model. The research focused on analyzing what piece 
of the data significantly affected the SVM decision by providing a statistical p-value based 
answer. The experimental results showed that the accompanied p-value was an asymptotic 
distribution. Furthermore, this statistic was proven to show a better performance than the 
weight-based randomization test, and it was quite sufficient to reveal the multivariate pat-
terns of the input neuroimaging.

A notable remark between the post-modeling model-agnostic techniques and the SVM 
technique is that the simplification approach in a general view dominated both the post-
modeling model-agnostic techniques and the SVM algorithm. However, the visualiza-
tion and the local explanation methods have been considered more often in recent years, 
because the simplification approach was, on average, proposed a long time ago compared 
to the other approaches. In addition, most of the studies related to the post-modeling SVM 
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explainability were published before 2018, which was due to the growing research inter-
est in deep learning in all disciplines, and due to the fact that the suggested models were 
already interpretable, so it was challenging to enhance further the explainability based on 
what has already been performed.

5.2.3 � Deep learning model

Post-modeling feature relevance, local explanation, textual justification, and visualiza-
tion methods are becoming the standard means to interpret the deep learning models. 
This section discusses the XAI research that is aimed at enabling the post-modeling 
explainability for standard deep learning models, which include feed-forward neural 
networks, convolutional neural networks (CNN), and recurrent neural networks (RNN).

•	 Feed-forward neural networks
	   Since its first appearance (Wang 2003), ANN has been accepted by the research 

community and has become the foundation of various deep learning models (Ostad-
Ali-Askari et  al. 2017; Ostad-Ali-Askari and Shayannejad 2021). ANN contains 
three main components, which include the input layer that receives the training 
samples, the hidden layer that automatically learns from the data, and the output 
layer that generates the outputs. ANN automatically learns the complex relationships 
between the variables to cope with the issues that would be impossible or difficult 
to solve by statistical or human standards and outperforms conventional algorithms 
by a wide margin. However, even the researchers who research the ANN-based 
models or the developers who deploy them in real-life applications find it hard to 
explain how the models work. Therefore, the family of deep learning models has 
always been regarded as the black-box models and has led to reluctance in the model 
deployment. The post-modeling explainability and interpretability of these models 
have become a hot topic in recent years in order to improve practical values. Some 
of the standard post-modeling approaches are the simplification, feature relevance, 
local explanation, textual justification, and visualization.

	   Numerous simplification approaches have been introduced to the ANN-based 
models. For example, Craven and Shavlik (2014) proposed to train the ANN net-
works using the NofM extraction method to perform weight clustering during the 
training process in order to obtain concise representative rules. The obtained rules 
were proved to be logically understandable. Li et  al. (2015) applied an improved 
particle swarm optimization method (iPSO) in order to optimize the threshold 
values and the structure?s weights of the ANN. Moreover, a principal component 
analysis (PCA) was also implemented in order to simplify the original model and 
choose the essential inputs. The experimental results showed that the proposed 
hybrid ANN model achieved higher accuracy and required a shorter modeling time. 
Although the post-modeling simplification-related studies have proved that they par-
tially supported the model interpretation, they became ineffective when more layers 
were added. Therefore, the feature relevance approach has been considered more 
often. For instance, Lapuschkin et al. (2016) demonstrated the LRP algorithm that 
visualizes the ANN?s output using the given input image. It attached the relevance 
scores to the crucial parts of the image by adopting the learned model?s topology. 
In another work, Zhang et al. (2018c) proposed the Garson?s algorithm, which rep-
resents the related importance of the role of a predictor in its relationship with the 
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output variables by analyzing the model learned features. Similarly, Shrikumar et al. 
(2017) introduced DeepLIFT, which was a framework to calculate the feature rel-
evance scores in a feed-forward neural network. It analyzed a neuron?s activation to 
the reference activation and used the computed difference to distribute the score.

•	 Convolutional Neural Networks
	   In the last decade, the introduction of a huge publicly available dataset, namely the 

ImageNet dataset that contains millions of carefully labeled data, and the availability of 
the computing resources (GPU) has motivated the creation of various state-of-the-art 
CNN models on a wide range of CV tasks, such as image classification, object detec-
tion, and object segmentation. Generally, the CNN contains a series of layers, which 
includes the convolutional layer, the pooling layer, and the fully connected layer. Each 
layer contains many neurons in order to automatically learn the increasingly high-level 
features when the network?s depth increases. At the end of the CNN?s structure, one or 
a series of the fully connected layers is placed in order to reflect the extracted feature 
maps to output. One important property of the CNN is nonlinearity, which is achieved 
by applying the nonlinear mapping using the activation function (Zeltner et al. 2021). 
An activation function is a decision-making function that decides the presence of a par-
ticular neural feature, which is mapped between 0 and 1, where zero means the absence 
of the feature, while one means its presence. The selection of activation function has a 
significant impact on the capability and performance of the neural network, and mul-
tiple activation functions can be used in different parts of the CNN model. The men-
tioned CNN architecture involves overwhelmingly complicated inner processes that 
are challenging to be interpreted by humans. As a result, XAI is required in order to 
improve the model?s trustworthiness. Even though CNN has a complex structure, its 
explainability ability is actually more straightforward than other algorithms, because 
human cognition promotes the perception of the data visualization. Previous studies 
that focused on the CNN explainability can be classified into three primary groups, 
which include (1) the research that interprets the prediction process of the CNN by the 
simplification process, (2) the studies that examine the model structure and intermedi-
ate layers in order to see how it learned from the input data in general, and (3) the tex-
tual justification and visualization techniques.

	   Some examples of the simplification XAI-based explanation are a rule generation 
method that was suggested by Bologna (2019) in order to interpret a CNN model that 
was global to all the input data. The rule extraction module was implemented on the 
fully connected layer with a transparent Discretized Interpretable Multi-Layer Percep-
tron (DIMLP) subnetwork that could be mapped back into the input layer in order to 
locate axis-parallel hyperplanes accurately. In another work, Montavon et  al. (2017) 
introduced a novel framework in order to interpret the nonlinear classification decisions 
using the propagation rules on the input variables that were extracted from deep Taylor 
decomposition. The proposed method could be applied to various input data, applica-
tions, and models. Recently, Zhang et al. (2019) trained a decision tree in order to sim-
plify the CNN explainability and analyzed the outputs at the semantic level. The deci-
sion model decomposed the feature representations from the higher layers of the model 
into the fundamental information of the object regions and hierarchically represented 
all possible model outputs in a coarse-to-fine style. As explained earlier in Sect. 5.1.3, 
the simplification approach becomes ineffective when more layers are added into the 
model. As a result, the number of research that follows this path has significantly 
reduced because the latest CNN models have been getting more complicated.
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	   Numerous research papers have shifted their attention toward customizing or analyz-
ing the model structure in order to enhance the CNN interpretation. In particular, Islam 
and Lee (2019) introduced a clustering-based interpretation method in order to extract 
the feedback weights in the CNN models to enable the interpretation of neurons? activ-
ities at various layers toward the classification of the testing data. The experimental 
results revealed that the introduced system efficiently reconstructed the input data from 
the class probabilities to pick the centroids of the symbolic clusters during the feed-
back process. In another research, Kuo et  al. (2019) suggested an explainable CNN 
model, which could automatically show the higher-layer descriptions as the object 
parts instead of the mixed patterns. The model?s loss function was customized to rep-
resent the CNN model, which favored the particular parts of the objects from a class 
and remains still on the images from the other classes. The model required no annota-
tion data for the object parts and encoded more semantic features (knowledge) from the 
high-layer filters after the training process. In addition, the presented model achieved 
comparable performance to unexplainable models (binary classification) and even out-
performed conventional models for the multi-class classification regarding the predic-
tion performance. Regularization is a standard approach that is usually implemented to 
increase the performance and the robustness of an AI framework. Moreover, it can also 
be applied to improve the model explainability. Wu et al. (2018) demonstrated a tree 
regularization approach that improved the model explainability to allow the users to 
evaluate the prediction process. The central concept is to promote training a model that 
performs well while being approximately modeled by a small decision tree, which is 
interpretable by humans. The idea was implemented when the authors applied a novel 
regularization method to the model?s loss function. The experimental results on vari-
ous datasets showed that the trained model was explainable without losing the model 
performance. Recently, an explainable CNN model developed by Zhang et al. (2018b) 
that could represent the higher layer activations as the parts of an object, which was 
contrasted to the normal deep learning models that showed only a collection of abstract 
patterns. A custom loss function was added to the feature maps of the standard deep 
learning model in order to push the representation of the particular object parts of the 
ground truth class and remain still on inputs from other classes. One main advantage of 
the proposed model is that it did not require any annotation data to represent the object 
parts. The authors proved that the proposed model encoded semantic patterns about 
the objects in the high layers compared to standard CNN through several experiments. 
Moreover, the interpretable model obtained a comparable prediction accuracy to the 
original complex CNN models for the binary classification and performed slightly bet-
ter than the standard CNN models for the multi-class classification. Beside the previous 
approaches, an increasing number of studies have utilized the regularization to explic-
itly force the explanations of the model outputs to guarantee the model explainability. 
For instance, Wu et al. (2010) added a tree regularization approach to the loss function 
to improve the explainability of the CNN models. The primary idea of the approach 
was to use the decision tree algorithm to find models that have well-approximated deci-
sion boundaries. Thus, the model output was simulatable to humans. The experimental 
results on various tasks show that the model was more explainable without losing the 
performance. There is an increasing amount of research on customizing regularization 
to directly constraint explanations of output predictions in order to guarantee they are 
correct in recent years.

	   The textual justification and the visualization are the last category of the CNN 
explainability. Many studies followed this category, because it is user-oriented, so 
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the end-users can comprehend how a CNN model works. The Network Dissection, 
which is a novel framework for assessing the interpretability of the hidden features 
from any CNN model through the alignment between the specific hidden units and a 
collection of conceptual semantics, was introduced recently by Bau et al. (2017). The 
experimental results proved that the representations at different layers hold diverse 
levels of meaning. Jung et  al. (2021) proposed a novel relevance-based algorithm, 
which was called elective layer-wise relevance propagation, to explain the image 
classification and the text classification model?s output through the visualization. 
The authors used the activations selectively to calculate each activation?s gradient 
for the output label, which incorporated the true positive gradients during the com-
putational process. The experimental results revealed that the framework provided 
the class-discriminative output with less noise and contained the whole objects com-
pared to the existing methods. However, this approach failed when many activations 
contained negative gradients, even though the test samples were predicted correctly. 
The DeepClue framework was built in order to give the end-users an insight into 
the critical features discovered by the stock price prediction model (Shi et al. 2018). 
The explainability splits the predictable variables from the unpredictable variables 
using a risk visualization design and a model parameters intercept. The experimen-
tal results showed the success of DeepClue in supporting the stock market analy-
sis and investment tasks. However, the model requires more improvement for future 
work, such as news headlines and contents in the dataset can be used to enhance the 
model?s performance. Moreover, more types of graphs can be applied to support the 
interpretability process. A novel approach, which is called deep visual representa-
tion, was introduced by Zhou et  al. (2018a) to transform the previous qualitative 
visualization in order to interpret and measure the interpretability of the CNN net-
works quantitatively. They fed a huge number of images into a deep learning model 
and analyzed the relation between each hidden unit and visual semantic concepts. 

(1) Heatmap

(3) Saliency map

(2) Grad-CAM

(4) Activations visualization

Fig. 9   Examples of various XAI visualization methods on images, which include (1) Heatmap (Payer et al. 
2019), (2) Grad-CAM (Selvaraju et al. 2020), (3) Saliency Map (Adebayo et al. 2018), and (4) Activations 
visualization (Yosinski et al. 2015)
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After that, the units were assigned the interpretable labels that were varied from the 
textures, parts, colors, scenes, materials, and objects. This article also investigated 
the performance of the traditional methods on the learned model interpretability. 
The attribution methods, such as the activations visualization (Yosinski et al. 2015), 
heatmaps (Payer et  al. 2019), class activation methods (GradCAM Selvaraju et  al. 
2020), and saliency maps (Adebayo et al. 2018), were introduced to further enhance 
the visualization of CNN models, as shown in Fig. 9. They relied on the gradients 
that flew into any specific layer to generate the coarse localization maps to mark the 
meaningful areas in the image in order to predict the target label. They can be easily 
implemented in any applications, because they were supported in the standard deep 
learning libraries, such as TensorFlow (tf-explain), Torch (Captum).

	   Equally important to the visualization, some researchers introduced the textual jus-
tification to train AI models to simultaneously produce a prediction and corresponding 
explanation. For instance, the critical illness early warning score framework that used 
electronic health records (EHR) to explain its prediction was proposed by Lauritsen 
et al. (2020). The framework brought the user?s trust by outputting a prediction and the 
corresponding information on the EHR to explain it. The proposed model covered two 
aspects of the model explanations, which include the individual and population aspects. 
The model provided clinicians the explanations for the model?s inner processes even 
though they do not have any technical understanding of the inner processes behind it. 
The mention framework has some weaknesses. Firstly, its explanations did not precisely 
reflect how the predictions were decided. Secondly, it relied on the training dataset, 
such as the stock dataset and EHR dataset, to explain the prediction, which is usually 
not the case. As a result, some textual justification techniques that did not demand the 
training set that contained descriptions for the prediction have been suggested lately. 
For instance, Park et al. (2018) introduced an explainable multi-modal framework that 
could give the natural language explanations of decisions and show the evidence in an 
image. The proposed approach needed the textual description of an image and its label 
as the ground truth during the training process to predict the image label and the visual 
explanation during the testing process. In another study, Holzinger et al. (2021a) proved 
that graph neural networks (GNN) is a potential approach for multi-modal embeddings 
and explainability, because the causal associations between the features can be mapped 
directly to the graph structures. Even though most of the mentioned techniques required 
the local explanations to perform the explainability, some studies explicitly concen-
trated on extracting the global descriptors using the locally found descriptors. Through 
the literature in Assaf et al. (2019) and Neto and Paulovich (2020), the authors empiri-
cally confirmed that the global descriptors were dependent on local descriptors. They 
showed that the extraction of the global descriptors provided a solid reference that pre-
vented the attempt to modify how certain local representations were obtained.

	   Rather than performing only a single interpretability method, the DeepDream frame-
work was suggested by Mordvintsev et al. (2015) as an attempt to examine and com-
prehend how the CNN model interpreted the images using the psychedelic images. 
Initially, the authors started with an image that contained random noise, then they over-
turned the network and forced it to enhance the image in order to obtain a particular 
interpretation. Three years later, the same group of authors Olah et al. (2018) proposed 
a new framework that improved the DeepDream framework, which focused on explain-
ing the role of individual neurons during the prediction process. The combination of 
the attribution module, which explains the relationship between neurons, and the fea-
ture visualization module, which shows what each neuron detects, allows a complete 
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analysis of the role of each neuron. The visual inspection interface of the libraries con-
tains two main functions are based on users? intention, which include attribution and 
feature visualization. It consists of a combination of individual components to visualize 
the content (activations and attribution), the atoms (group, spatial, channel, or neuron), 
the layers (input, hidden layers, output), and the presentation (feature and information 
visualization). The example of the framework is illustrated in Fig. 10.

	   In a more recent study, Carter et al. (2019) introduced an activation atlas with the 
primary purpose was to support the experts to discover the unanticipated issues in the 
deep learning models by visualizing the neuron interactions. For example, the library 
detected false associations or similar features between the two distinct classes dur-
ing the classification process. Figure 11 explains one case, where the model views the 
appearance of the noodles as a crucial characteristic of a ?wok? label but not a ?fry-
ing fan? label. As a result, it becomes straightforward for the users to explain why the 
model incorrectly classified a frying pan filled with spaghetti as ?wok? using the acti-
vation atlas library.

	   The well-known model-agnostic libraries, such as LIME (Ribeiro et al. 2016), and 
SHapley Additive exPlanation (SHAP) (Chen et al. 2021), have gained a lot of atten-
tion from the research community, because they use a more straightforward strategy 
than the previously discussed techniques that can be integrated into any black-box ML 
models. The depiction of each library is described in Fig. 12. Both methods exploit and 
utilize the local explainability?s characteristics in order to develop the proxy models 
to explain the black-box ML models. They slightly change the input, which is close to 
the original data point, and test the differences in the prediction. While LIME forms 
the sparse linear models for each output to interpret how the model works at the local 
level, SHAPE leverages Shapley values to score the feature importance. Shapley values 
examine all the possible outputs of an instance using all the potential combinations of 
the inputs.

Fig. 10   Samples that were generated by the visualization framework (Olah et  al. 2018), which combines 
the feature visualization (what does each neuron detect) with the attribution (how does each neuron affect 
the prediction) to show how the model determines the output between Labrador retriever and beagle classes
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	   All things considered, the visualization strategy is probably the most common 
approach to enable explainability for the CNN models.

•	 Recurrent Neural Networks
	   Even though the CNN models worked well with 2D data, such as images, they failed 

to process sequential data, such as natural language or time-series data. The sequential 
data involves the long-term dependencies that are difficult for the CNN models to cap-
ture. As a result, the RNN models are devised to analyze sequential or temporal data to 
extract this type of time-dependent or sequence-dependent relationship efficiently. The 
RNNs take in the input data and utilize the activations from the previous nodes or the 
following nodes in a sequence in order to obtain better predictions.

	   There have been a limited number of research methods that involved the RNNs 
explainability. It is possible to group them into two primary trends, which include 
(1) the analysis of information the RNNs learned using feature relevance in order 
to perform the explainability, and (2) the modification of RNNs? structures to offer 
explanations about how the output is determined using local explanations. For the 
first trend, Arras et al. (2019) adapted the LRP algorithm that was usually used in 
the feed-forward networks to interpret the RNN predictions. Moreover, they sug-
gested a distinct propagation scheme, which was performed with multiplicative 

Fig. 11   Example of the explanations from the activation atlas library for a prediction between the ?wok? 
and the ?frying fan? classes (Carter et al. 2019)
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connections using the gated recurrent units (GRU) and long short term memory 
(LSTM). The novel modifications made the explanations of the proposed model 
more straightforward and achieved comparable performance to the original model. 
In another approach, Wang et  al. (2018) implemented the RNNs explainability 
through the rule extraction from the trained RNNs models. The extracted rules 
outperformed the original RNN model, because they could recognize unseen long 
sequences of Tomita grammar through several experiments. Strobelt et  al. (2017) 
created LSTMVis, which is an interactive visualization framework for the RNNs 
that enables the users to comprehend the RNN hidden state dynamics. The tool 
relies on direct inference when the users pick a range of text to describe a hypoth-
esis, making it easy to adopt for a broad range of visual analyses of various tasks, 
datasets, and models. Strobelt et al. (2018) proposed Seq2Seq-Vis, which is a novel 
visual exploration tool for interpreting all stages of the sequence-to-sequence mod-
els. The tool facilitated the identification of the learned patterns, the error detec-
tion, the explainability, and the real-time interaction with input samples. Apart 
from the studies that did not alter the RNN structure, many studies have been pro-
posed in order to improve the explainability by altering the RNN architecture. Ceni 
et  al. (2020) presented a novel approach that modeled and explained RNNs using 
the input data. The authors used a theoretical framework called excitable network 
attractors that contained the constant attractors and the excitable connections attrac-

Fig. 12   Examples of explanations that are generated by the SHAP and LIME frameworks
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tors. The experimental results suggested that the regularization parameter directly 
impacted the number of attracting regions, which were created during the training 
process. Not long ago, Van  Luong et  al. (2021) presented a unique interpretable 
deep RNN network to perform video reconstruction from low-dimensional meas-
urements. It was constructed by unfolding the iterations of proximal algorithms 
and enhancing the reweighed version, which led to better sparse approximations. 
Choi et al. (2016) recently devised a novel model, which was called REverse Time 
AttentIoN (RETAIN), to enable the explainability of black-box RNN models. The 
proposed model obtained a similar accuracy but with a higher explainability level. 
The fundamental concept of RETAIN was based on a complex attention generation 
method of training two RNNs while preserving the representation learning process 
straightforward for the interpretation. There has also been an exciting trend that 
builds a hybrid model to combine the CNNs and RNNs to jointly and efficiently 
predict an output class and provide proof to demonstrate that the output is correct. 
For example, Hendricks et  al. (2016) demonstrated a unique reinforcement learn-
ing-based image visual explanation framework that used a novel sentence-level 
loss to decide the generated sentences. The experimental results confirmed that the 
created explanations were in line with the input image and more informative than 
the text generated by the previous approaches. Similarly, Zhang et al. (2020c) used 
the Hierarchical Refined Attention mechanism to sequentially connect the seman-
tic attributes and the image features to refine the visual information from an input 
image. The generated captions proved that the proposed model created more com-
prehensive captions compared to the previous approach.

6 � XAI: opportunities, challenges and future research needs

This section evaluates the cited literature to offer the final remarks on the accomplish-
ments, the trending research topics, and the remaining difficulties that require more 
attention in the field of XAI. Even though the analysis of the XAI research in the pre-
vious sections already introduced some of the difficulties, they were not complete. As 
a result, they are mentioned again in this section, along with the new research pos-
sibilities for XAI and the potential techniques that can be researched to address them 
efficiently in the future.

•	 The tradeoff between the accuracy and the explainability was briefly discussed dur-
ing the introduction of the XAI in Sect.  2.5.2. This problem happens during the 
improvement of the explainability, because when a model becomes more interpret-
able, its performance is significantly affected. Section  6.1 discusses the potential 
research paths to enable the explainability and maintain the model?s performance.

•	 The pressing demand to achieve an agreement on the concept of XAI within the AI 
domain was emphasized, and the motivations for researching XAI were discussed 
in Sect. 1.1. Section 6.2 will study these problems in detail. In addition, the stand-
ard metrics to evaluate XAI models will also be investigated.
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•	 Given that the deep learning-based models have dominated many AI domains and 
reached a remarkable performance, XAI has been increasingly applied to solve 
the black-box AI models and bring about more trust from the users. Section 5.2.3 
concentrates on categorizing various strategies for the deep learning models? 
explainability, exploring the progress reported previously on a particular taxon-
omy. Section 6.3 delves into this topic and reveals several difficulties regarding the 
explainability of the deep learning models.

6.1 � Considering the tradeoff between the performance and the explainability

Even though the tradeoff between the explainability and the mode?s performance has been 
discussed from time to time, this issue was still covered in myths and misunderstandings like 
the other big XAI difficulties. Guo et al. (2019) confirmed that it is not entirely correct that 
the most complex black-box model consistently delivers the highest accuracy for a prediction 
problem. For instance, one case that this statement is proved wrong is when the data used for 
training is well-prepared and contains only the fundamental features. The stated case com-
monly appears in the industrial applications because the constraints are set for the data and the 
features being investigated within the controlled experimental environments in order to make 
the collected features deeply correlated to the problem under consideration. Rudin (2019) 
showed that simple models, which are linear regression and rule-based learners, achieved 
comparable performance to the complicated models, such as deep learning-based models, 
ensemble-based learners, and random forests. Moreover, there exists no noticeable difference 
in their performance. It can only be concluded that the models with complicated structures are 
more adaptable than the simple models, which allows them to compress the complicated func-
tions. The mentioned statement is correct when the problem under consideration has a cer-
tain complexity, and the training dataset is hugely available to train a complicated black-box 
model. For instance, as more input data are fed into a deep learning model and contain more 
hidden layers, the prediction accuracy is significantly improved. However, the explainability 
of the predictions becomes difficult (Moradi and Samwald 2021; Wang et al. 2017). In this 
case, the tradeoff between the predictive accuracy and the explainability can be considered.

The thought that the mentioned tradeoff always exists has driven the researchers to sacrifice 
the explainability to further improve the model?s performance. Therefore, the additional com-
plexity of the model only supports finding a more accurate solution for the problem, whereas 
the explainability finds itself on a downwards trend that up to now seemed inevitable. This 
problem has led to the introduction of many recent studies to reverse or at least reduce that 
trend. For instance, Dziugaite et al. (2020) studied the tradeoff between the model?s perfor-
mance and the explainability using a simplified model. They concentrated on minimizing the 
risk for binary classification and considered the explainability a constraint enforced during the 
training phase. The experimental results demonstrated that the model provided an accurate 
analysis of the parts that contribute to the model?s performance and how they were influ-
enced. Figure 13 presents the tradeoff between the model?s performance and its explainability 
and how the future XAI techniques can be proposed to improve it. Overall, the model explain-
ability capability is forecast to increase significantly compared to the model?s performance, 
because the number of research that proposed novel XAI methods has grown remarkably in 
recent years.

Another perspective worth discussing is that the performance versus explainability tradeoff 
should be decided according to the application domain and the target users concerned. If one 
requires the model to be explainable, they need to use a simple model that is not as powerful 
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or precise as black-box models. When performance matters most, even with a complicated 
model, one should opt for the trust that comes from ensuring that one can check that the model 
works correctly.

6.2 � Considering the XAI concept and evaluation methods

This paper stressed the need for a unified concept of the XAI in Sect. 2.2 to express the 
demands of XAI in the AI domain. It is crucial to find common ground for the XAI topic in 
order to put in the cornerstone to develop novel XAI approaches. The literature showed the 
two concepts suggested by two disciplines DARPA and FAT* that were widely accepted 
in Sect. 2.2. In addition to these concepts, many review papers also attempted to define the 
XAI concept. For instance, Arrieta et al. (2020) defined the XAI as the ability of any AI 
model in order to make its internal processes more transparent to the audiences by imple-
menting the post-modeling methods. Even though the XAI concepts represented in this 
review can become insufficient as the XAI research is still in the early development stage, 
they can be relied on as a baseline in order to convey a valuable reference on the topic. It 
is believed that the XAI research community will eventually reach a unified concept of the 
XAI by connecting the shattered contributions of an increasing number of XAI studies.

Fig. 13   Relationship between the model accuracy and the explainability of the current XAI research and the 
future XAI research for seven standard models, ranging from the simple models, such as rule-based learn-
ing to complex models, such as deep learning
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Evaluation metrics are fundamental metrics required to evaluate a particular model. Any 
assertion that a proposed model is effective without showing the evaluation metrics statis-
tics is considered hard to accept, because it does not provide any solid proof of the model?s 
effectiveness in order to persuade the readers. In the context of XAI, the evaluation met-
rics enable a thorough measurement of the quality of how well a model meets the XAI 
requirements. As with the standard evaluation metrics for classification, such as accuracy, 
precision, and recall, evaluation metrics for XAI should prove the model performance in 
a specific viewpoint of XAI. Many efforts have been made lately to discuss the evaluation 
metrics for XAI (Hoffman et  al. 2018; Carvalho et  al. 2019b). In general, the suggested 
metrics enable researchers to evaluate the XAI model?s performance and improve the con-
fidence and trust of the end-users in the model. According to Hoffman et al. (2018), evalua-
tion metrics for XAI measure the explanation satisfaction, explanation goodness, and scale 
validations, which are discriminant and content validity, whereas Carvalho et al. (2019b) 
considered the XAI metrics include both the quantitative indicators and the qualitative indi-
cators. The two studies that concentrated on the XAI evaluation metrics appear to be good 
examples of the importance of evaluating the XAI models. However, the final remarks and 
future works discussed in these studies agreed with the XAI prospects presented in this 
survey that more standard and quantifiable XAI evaluation metrics are required in order 
to measure the increasing number of XAI tools and techniques that are introduced by the 
community. This review does not address the urgent need to devise widely acceptable eval-
uation metrics because it is better to be solved in future research before the agreement of 
the standard theory of explainability, which is one of the primary intentions of this survey. 
Nonetheless, this study supports spending more effort towards the novel introduction of the 
XAI evaluation metrics to effectively and efficiently evaluate the performance of the XAI 
algorithms. Moreover, the comparison methods between different XAI methods that sup-
port comparing these methods quantitatively under various application contexts also need 
to be considered.

6.3 � Considering the XAI for deep learning

Even though enormous efforts have been put into explaining the deep learning models in 
recent years, many difficulties remain to be solved before obtaining the full explainability 
for the DL models. The compromise on the definition of the main XAI categories for the 
deep learning models is still missing, because a lot of research is still in progress, which 
is mentioned in the previous sections. In addition, the research community does not have 
a standard terminology for XAI yet. For instance, it can be witnessed that the feature rel-
evance and the feature importance terms can be used interchangeably. Another example is 
the post-modeling visualization category, which is where no agreement supports the defi-
nition of the methods, such as saliency maps, heatmaps, neuron activations, and similar 
definitions.

In addition, the challenge of interpretation is inevitable for the complex models, such 
as deep learning with various non-linear activation functions, which is different from the 
linear models that are fully interpretable, and each unit change in the inputs will lead to 
a constant change in the output. The deep learning models in high-dimensional space are 
usually more complicated than the simple models in low-dimensional space, which makes 
it challenging to perform the interpretation. Even though many approaches have been intro-
duced to visualize the inner process of the deep learning models, each approach has its 
weaknesses. For example, some studies proposed compressing the deep learning models 
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from a high-dimensional representation into a low-dimensional representation (Zhao and 
Du 2016; Erfani et  al. 2016). These methods still demand the readers to have a strong 
background in AI in order to perceive the process. Most of the current various visualiza-
tion methods that were proposed to interpret the deep learning models are prone to simple 
attacks that can completely fool these methods. Ghorbani et al. (2019) and Su et al. (2019) 
revealed that the interpretation methods, such as saliency maps for black-box models, were 
weak against adversarial perturbations. Adversarial perturbations refer to the generation 
of perceptively indistinguishable inputs that hugely affect the interpretation outputs. In 
another study, Wang et  al. (2019c) proved that ignoring bias terms in the deep learning 
models could provide the wrong input feature attributions. Kindermans et al. (2019) used a 
standard and simple pre-processing method to prove that a transformation could indirectly 
manipulate the deep learning networks. The authors proposed to fulfill input invariance in 
order to guarantee the reliability. Moreover, as more explainable methods are introduced 
for deep learning, which is illustrated in Fig. 14, it becomes challenging to implement and 
manage them, because each technique has its dependencies and produces distinct outputs. 
Therefore, standardization and policies are required in order to unify these techniques fur-
ther to improve the explainability of the deep learning models.

Although the conventional deep learning models consistently demonstrate impres-
sive learning performance that matches and exceeds people?s cognitive skills in various 
domains, they are data-specific models that require to be trained on specific data to perform 
a particular task. Meta-learning is a trending AI topic recently that can solve the mentioned 
problem by learning many tasks together. For example, the Google DeepMind research 
group implemented different meta-reinforcement learning models to mimic dopamine?s 
role during the training phase and then provided a comparison between the activity dynam-
ics of the repetitive network and the accurate data from the existing findings in neurosci-
ence trials. Recently, explainable meta-reinforcement learning (xMRL) was proposed due 
to the increasing interest in XAI (Da?larli 2020). For example, an xMRL-based agent can 
develop its strategy by identifying the cause-effect relationships. It can be trained to play 
chess, Go, checkers, and even learn and adjust the strategy when encounters a new game. 
In terms of explainability, the agent can explain why a specific action is made upon a move 
made by the enemy. It is recommended that the interested readers referred to the latest 
reviews of reinforcement learning (Gronauer and Diepold 2021) and meta-learning (Huis-
man et al. 2021) to get an in-depth and comprehensive view of the topic.

ML Models

Data 
Samples
External 

resources

Explanation

Fig. 14   The diversity of the XAI interpretation methods that have been introduced recently for deep learn-
ing (Spinner et al. 2019)
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The researchers from various domains must continuously contribute to this challeng-
ing topic in order to eventually reach a set of widely acceptable XAI evaluation metrics 
until a standard XAI evaluation metric is introduced, which is discussed in Sect. 6.2. The 
researchers can borrow ideas from other fields, such as social studies, in order to speed 
up the process by answering a predetermined set of evaluation questions and deciding the 
evaluation data samples (Carvalho et al. 2019a). One more emerging challenge is enabling 
the deep learning models to produce comprehensible explanations for users from various 
sectors, especially those with high demands for explainable AI, such as healthcare, law, 
and banking. Delivering explainable and interpretable outputs to end-users who have no 
technical knowledge requires the researchers to concentrate on reducing uncertainties and 
reaching common goals for explanations (Wang et al. 2019b).

6.4 � Considering the XAI for AI security

AI has become ubiquitous nowadays. It has enormous possibilities to build an innovative 
and intelligent world, even though it is challenged by severe security risks. As a conse-
quence of ignoring the security aspect during the development of AI algorithms, the attack-
ers can implement many techniques to manipulate the inference results. In crucial domains, 
such as surveillance, healthcare, and transportation, it can lead to devastating consequences 
when a model is manipulated, such as misinterpretation of the results, property loss, and 
threaten personal safety. There are various types of AI security attacks that include adver-
sarial examples generation, transferability, poisoning, backdoor, and model extraction, 
which are described in Table 8.

The attacks mentioned above and the methods to defend against them have been 
studied extensively in recent years (Dunn et al. 2020; Juuti et al. 2019). The researchers 
have proved that they are precise and have excellent transferability, which has resulted 
in errors during the predictions of any AI model. In order to prevent known attacks and 
any unknown attacks in the future, it is fundamental to improve the confidentiality and the 
security of the AI models. Figure 15 represents some of the security improvements, which 
are based on XAI.

Before and after the development of an AI model, it is imperative to implement various 
security evaluations. For example, a pre-processing agent can be programmed to detect 
and eliminate the manipulated samples before they are fed into the training model. In order 
to further reduce the false positives, a post-processing agent can be applied to verify the 
integrity of the predictions. It is possible to improve the robustness of AI models before 
and after deployment with these additional agents. The XAI methods can be implemented 
while constructing and training a model in order to enhance the model?s explainability by 
automatically examining and explaining the model problems that are difficult for humans 
to detect, such as logical errors and data blind spots.

6.5 � Considering the XAI for community, policymakers, and the law

The development programs and policies that have been established by nations worldwide 
are a fundamental factor that stimulates the evolution of XAI. This section addresses the 
ongoing policies and programs that have been released to motivate XAI development from 
international organizations and countries across the world.

Fairness, transparency, privacy, and explainability are four key aspects of the EU Gen-
eral Data Protection Regulation (GDPR) compliance (Wachter et al. 2017). In particular, 
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Article 22 of GDPR empowers individuals with the right to demand explanations of how 
an AI system reached a decision that directly affects them. Currently, a position paper 
piloted by Denmark and endorsed by 13 additional member states established that regard-
less of the policies enforced toward the AI/ML technologies, they need to abide by the 
GDPR (Peloquin et al. 2020). In addition, the UK Data Protection Act 2018 mentioned the 
principles of fairness, transparency, and accountability (Carey 2018). With the foundation 
of the two mentioned regulations, Explaining decisions made with AI, or the ICO guidance 
has been introduced to lay out a general framework for the organizations that apply AI to 
assist individuals during the decision-making process or to reach decisions itself (Butter-
worth 2018).

The regulators require AI/ML models to follow the standards of the US Federal 
Reserve?s SR 11-7 (Kiritz and Sarfati 2018), and Comptroller of the Currency (OCC) 
2011-12,1 guidance (Comizio et al. 2011) on the model risk management (MRM). They 
guided the general model development and validation and established the requirements that 
users understand the model?s weaknesses and its primary intention to prevent practicing 
the model in the wrong way that is different from the model intention.

7 � Conclusion

The eXplainable artificial intelligence (XAI) is experiencing a rapid transformation due to 
recent deep learning advances, where many earlier unsolved obstacles have become step 
by step solvable. The latest progress proved that applications with real-world complexity 
could gradually be interpretable (Kuo et  al. 2019; Rudin 2019; De et  al. 2020; Nguyen 
et  al. 2020a). Nevertheless, XAI is a young topic that attracts growing interest, and the 
number of published articles rises quickly. This survey concentrated on different aspects 
of eXplainable artificial intelligence (XAI). We first covered the important XAI con-
cepts and the relevant XAI surveys that have been conducted in recent years. After that, 
the XAI background was then presented by answering several questions, which included 
what, why, and how that revolved around the XAI topic. These conceptual analyses are 
good motivation for a comprehensive survey of the latest XAI research. After that, this 
report introduced a global taxonomy in order to classify over 250 XAI articles under a 
consistent standard by systematically categorizing the existing XAI research into (1) the 
pre-modeling explainability, which focuses on analyzing and explaining the data, (2) the 
interpretable model that indicates the simple models that have some levels of explainabil-
ity, so it is therefore interpretable to some extent by themselves, and (3) the post-modeling 
explainability, which is proposed in order to turn the existing black-box models into the 

Fig. 15   The enhancement of security for AI models through XAI
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interpretable models. Moreover, this survey put special attention on deep learning by creat-
ing a subsection to carefully discuss the existing literature that delivers the explainability 
to the deep learning models. The speculations about the prospect of XAI were mentioned 
throughout the survey, where we highlighted XAI potential and exposed notable oppor-
tunities as well as its limitations. XAI needs to be simultaneously solved with other AI 
characteristics, such as accessibility, privacy, fairness, and transferability, in order to enable 
reliable employment and adaptation of the AI algorithms in companies and organizations 
worldwide.

With those contributions, we hope to provide the interested readers with the necessary 
means to grasp some basic XAI-related knowledge. In the near future, we anticipate that 
there will be an abundance of new literature emerge. Therefore, we hope to encourage the 
AI research community for extra contributions to this exciting and young field of research.
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